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Aspects of Data Collection

Architecture

» Data Model—-VSS

e Data Transport—VISS
« Data Preprossesing
« Data Collection

Software Defined Vehicle Concerns

* Combining Robustness and Dynamic Update

« Complete Data Types: Quantities vs. Raw Numbers
« Software Selfawareness

* Dynamic Test and Deployment
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Data Transport between Vehicle and Cloud 'ailas

Requirements

Efficient Transport Sparkp ‘ Ug®

Topic and Message Structure Based on VSS
Multiple Devices in Vehicle

Fast Fail-Over

Interoperability

Candidate: Sparkplug B
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Explicit, fast fail-over using multiple (hundreds) of redundant message brokers

Fast life-cycle updates, with inherent invalidation of stale signals

Unlimited metadata, only transmitted on connection start (same goes for immutable properties)
Very efficient transmission scheme based on protobuf

Topic structure supports edge-of-network (gateway) + one layer deep devices behind gateway
Message structure supports unlimited depth of signal (metric) organization

Support for historical (non-realtime) signal data



Data Acquisition Plan "ailas

Data Acquisition Plan

REQUIRE 2 Dynamically Select Data

> Triggers and Synthetic Data

> Customizable Data Preprocessing

Rapid Turnaround

SIMULATE > Off-board testing

> Same tools for data generation
> Generate VSS defined signals
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Software Defined Data Collection "'ailas

Evolution of Data Collection

Static Rules w/ Dynamic
Fixed ) Network &

Aquisition

Operations Nodes

* Predefined Signals « Downloadable Rules * Network of Nodes

« Limited control * Predefined Signals * Dynamically Updatable
* Predefined Operations * Dynamically Defined Nodes
* Frequency Control » Based on Application Framework
 EventTriggers » Eases Merging Multiple Data

Aquisition Plans
e \/SS selfawareness
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Data Collection Architecture in Vehicle

aicas JamaicaCAR

DAP Interpreter Cloud Connector

AMS Message Bus

Vehicle Data ‘

Connector Config Admin aicas EDP Client

Vehicle
Bus
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Data Aquisition Plan

Data Payload

Software Configuration

Lifecycle Management



Data Acquisition Plan Examples

1. Conditional
Pressure on
Brake & Throttle

2. Synthesis
Power from
RPMs & Torque

3. Conversion
Device binary or
text data stream
to VSS signal
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Track Data for Simulation

Monza check

' Vehicle.Chassis OutsideTemperature/OutsideHumidty
OAT: 20.731450634430455, hum: 57.17853384723225
") Vehicle.Drivetrain. Engine Torque/EngineSpeed
tq: 198.7578947368421, rpm: 11520
") Vehicle.Chassis. Axle.Row1.SteeringAngle
steering: 0.12087922655187179
-. Vehicle.Drivetrain. Engine. ThrottlePosition
throttle: 100
& I""-“.Chassls."’ dl
rain: 36.338326309894
S | Vehicle. Drivetrain.Engine.Power
power: 239.77587745531002
5 T Vehicle.Chassis.Odometer
odometer: 161.52357177544744
") Vehicle.Drivetrain. Transmission. Speed
speed: 192
* Vehicle. CurrentLocation Latitude/Longitude

motor:110.38, batt:56.79

T

) @ connected <vcan0>

steering: 0.12
lat: 45.617676718412405, lon: 9.284459690319089
rain: 36.34 enginetemp: 110.38088000002709

5 ] Vehicle.Drivetrain. FuelSystem Range/Temperature

'range: 204.33393199845904, battery temp: 56.7936266666757

 Vehicle.Drivetrain.Engine. PowerUnit1 Frequency/Power
power: 239.77587745531002, freq: 5760

Vehicle. Drivetrain. Brakes BrakePedalPosition/BrakePedalPressure

pos: 0, pressure: 0

e
(] P
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Software Selfawareness: Tracing Software Providence { ailds

UN  Global Regulations ISO  Guidance and Best Practice

Cyber Security and Software Updating Road Vehicles
« UNECE r155—vehicle cybersecurity and « |SO/SAE 21434:2021
cybersecurity management systems Cybersecurity engineering

« UNECE r156—vehicle software updates and 1ISO 24089:2023
software update management systems Software update engineering

US Government: EO 14028—SECURING THE SOFTWARE SUPPLY CHAIN
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Memory Safety

Why is it important?
« ~70% of Security vulnerabilities are due to lack of memory safety.
* FoundiniQOS, Android, and Microsoft Products

What does it mean?

« Buffer overrun or out of bounds array reference
« Reference object with wrong type

* Use number as pointer

« Reference object that has been freed

References

e https://www.memorysafety.org/docs/memorysafety/

* https://media.defense.qov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOF TWARE_MEMORY_SAFETY.PDF

e https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf
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https://www.memorysafety.org/docs/memorysafety/
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf

D0-332 Memory Safety "'ailas

Techni Unambiguous Fragment Timely Reference Deterministic | Atomic | Sufficient
SenliglLiz Reference Avoidance Deallocation | Consistency Allocation Move Memory

Object Pooling AC AC AC AC MMI N/A AC
Stack Allocation AC MMI MMI AC MMI N/A AC
Scope Allocation MMI MMI MMI AC MMI N/A AC
Manual Heap AC ? AC AC MM MM AC
Allocation

CTieElols MM MM MM MMI MM MM AC
Collection

AC = application code, MMl = memory management infrastructure, N/A = not applicable, and ? = difficult to ensure by either AC or MMI.
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Signal Data Safety

Why is it important?

* Prevents false interpretation of data

* Provided additional type checking on data transformations

* Ensuresrobust software defined systems

« (Can prevent catastrophic failure when data is used for control

What does it mean?
« FEvery value is accompanied by its unit of measurement
 Thisincludes boolen values, which should be tristate: on, off, or unknow

Reference

e https://jcp.org/aboutdava/communityprocess/mrel/isr385/index2.html
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https://jcp.org/aboutJava/communityprocess/mrel/jsr385/index2.html

Framework Requirements

Flexibly Combine Capabilities

Realtime - Life Cycle
Scheduling Properly Prioritize Tasks Management

Software Versioned

Signature Only Run Validated Software Service
Verification Resolution

Minimize Context Switch and Serialization
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Exact Garbage Collection

Full Control of Software

Prevent Service Mismatching



When is Java not Java?

Conventional Java

Base Language

Undefined Scheduling:
assumes fair scheduling

Relies on JiT for performance

Little support for interacting w/
hardware
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Realtime Java

Refined semantics & additional
APIs (RTSJ)

Defined Scheduling:
preemptive priority & time-sharing
(fair)

Uses AoT for performance

Support for events, device access,
& interrupts
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Advantages of 0SGi

Nanoservices

Service-0Oriented Architecture

“““““
1991488

ames:J. Hunt, aicas | CO\{QA?AMM, Gothenburg | April 18, 2024
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Very small Modules (< Containers)

Remote controlled deployment and update

Life-cycle management w/ version tracking

Service Reqistry

Standard Typed Data Bus

" 'IF




0SGi Challenge: Robustness and Realtime Scheduling "'cilas

Problem  OYystem Lockup Solution Resource Enforcement

e CPU Exhaustion

Resource Enforcement (limits)

 Memory Exhaustion « CPUUse
« RT Scheduling makes this worst « Memory Use
* Priority Preemption * Thread Creation
« Safe bundle force termination
A high priority thread can block all * Thread.stop is unsafe
lower priority threads * Ensure that finally clauses can run

* RTSJ: Asynchronous Task Termination
RTSJ 2.0 provides infrastructure

e javax.realtime.control

* javax.realtime.enforce
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Framework Comparison
Memory Realtime Software | Service Life Cycle Versioned Low
Safety Scheduling | Validation | Oriented Management | Service Latency
Architecture Resolution
AUTOSAR
Adaptive
Macchina.io
Container

Conventiona
| OSGi

Realtime
0SGi
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Validation and Approval Staging Example "‘ailas

Data Acquisition Plan Deployment Process

Simulated :
. Test Device
Device

Initial Development Integration Test Deployment Test

* Selectsignals * Test with simulated data * Test with real-world data
» Design Preprocessing * Integrate with other data  Check performance

« Test functionality with collection plans » Testusefulness

simulated data  Check performance
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Role-Based Access Ul ailas

Create User Add Signals Add Decoders Add Vehicle Type Create Fleet
[ 4 [ 4 [ 4 [ 4 [ 4
0 0 0 0 0
« Administrator ¢ VehicleEngineer « Embedded « Vehicle Engineer « Fleet Manager

Software Engineer

Create Campaign Authorize Campaign Deploy Campaign Create Data Visualization
@ @ @ @
- ) ) ) C R
« Campaign Developer « Operations Manager * Deployment Manager « DataEngineer

« Data Engineer
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Who needs Data Collection? Example Roles and Permissions
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Acquisition Element

Vehicle connector

Enterprise VSS catalog

DB Schema

Vehicle Data

Vehicle Definition (VSS)

Fleet

Data Acquisition Plan
Campaign

Visualization Template
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Create
ESW Eng

IT Eng

Vehicle Eng

Vehicle Eng

Fleet Mgr

Data User
Data User

Ul Design

ESW Eng
SW Eng

SW Eng

ITEng
SW Eng

Vehicle Eng
Data User

Vehicle Eng
Data User

Fleet Mgr
Data User

Data User
Data User

Ul Design
Data User

ESW Eng
SW Eng

SW Eng

IT Eng
SW Eng

Vehicle Eng
Data User

Vehicle Eng
Data User

Fleet Mgr

Data User
Data User

Ul Design
Data User

Authorize

QA

QA

QA

Deploy Mgr

Deploy Mgr
Ops Mgr
Data Mgr

Update
ESW Eng

ITEng
Vehicle Eng
Vehicle Eng
Fleet Mgr

Data User
Data User

Ul Design

ESW Eng
Ops Mgr
Ops Mgr

Ops Mgr

Ops Mgr

Fleet Mgr

Data User
Data User

Ul Design
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Summary

1. VSSisa great contribution to interoperability for automotive data collection
7. Use industrial standard data transmission protocols: Sparkplug

5. Vehicles should be self-aware (maintain their own VSS description)

4. Aflexible means of selecting, preprocessing, and sending data is needed

5. Signal data should always carry its unit of measurement

6. Secure software defined data collection requires a memory safe framework

/. Processes, rolls, and responsibilities are necessay for dynamic data collection
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Simplify Edge-to-Cloud

aicas. embedded. connected.

Dr. James J. Hunt aicas GmbH Enlm
Cofounder, CEOQ, and CTO 76131 Karlsruhe, Germany
www.aicas.com %
+49 72166 39 68-0 EJ' L
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