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Abstract a garbage collector may interrupt the execution of normal dade

The Real-Time Specification for Java (RTSJ) introducesoregi 1 @n unpredictable way.zlglew.specific f%atures such 35 rélgisr:;i
based memory management to avoid the need for garbage-collec MEMOry management [28] using scoped memory and realtirke tas

: : : : that cannot access the garbage collected heap make it lgosib
tion. This region based memory management, however, intexl . L X
new possible runtime errors. To ensure that an applicatéveld develop code that has predictable timing behaviour andctirabe

oped with the Real-Time Specification for Java executesecty use1(_jhfor hardfrealtlmg tasks. h res th .
it has to be proven that no runtime errors occur. e use of scoped memory, however, requires that certain run

The use of program-wide pointer analysis for the proof of ab- g.r?e error condmor;f] attre av0|d(tedd These n(TW rugtlme. ermc
sence of runtime error conditions such as null pointer usiéegal Itions are scopes that are nested improperly and assigrtien

casts is still not widespread. Current uses of program-ywaleter maélead (tjo dangling references.b ted h that entered
analysis focus on applying the results for optimisationsdmpil- coped memory areéas may be nested such that entered mem-

ers, where a low accuracy of the results leads to missed tppor ory areas form a tree. Each scope has at most one parent scope i
ties: for optimisation, which is often tolerable this nesting, but it may have several child scopes. Sincedhee

This papers presents the application of a program-wide data scoped memory area may be used by different threads simultan

: — ously, each thread must follow the same nesting order. Guime
Qa\évhags It)llqsg:éc;rﬁrrg\éigé%abt;ste}]rg:g?fsr?]wemory related runt plementations of the RTSJ check at runtime that the scopealc

form a proper tree and not a cyclic graph. If a cycle would e cr
Categories and Subject Descriptors D.2.4 [Software/Program ated by entering a scoped memory aredcapedCycleExceptios
Verification]: [Reliability, Validation]; D.3.4 Processor [Com- thrown at runtime.

pilers] Since memory allocated in a scope will be reclaimed aftex thi
scope was exited by all threads, it has to be ensured thanuidg
references to any objects allocated in a scope will existwhis

Keywords program analysis, data-flow analysis, Java, Real-Time SCOPe is exited. To ensure this, the RTSJ does not permiote st

General Terms Algorithms Languages Reliability Verification

Specification for Java, context sensitive, pointer anajysintime a reference to an object allocated in scoped memory intota sta
errors variable or into another object that was allocated in heamanyg,
immortal memory or in an outer scope. Current implementatio
of the RTSJ use runtime checks on all pointer assignments to
1. INTRODUCTION

make sure that no assignments that may lead to danglingnefes
The enormous success of Java technology is due to the manyare made. In case an attempt is made to make such an illegal

advantages, such as higher productivity and safety, thgutage assignment, arllegalAssignmentErroris thrown be the virtual
brings to the developer. Even critical applications, asii@aotive machine.
or aerospace control, can profit from these advantages 15, 2 Apart fromScopedCycleExcepti@ndlllegalAssignmentErrar

) another runtime error that may occur when using scoped memor
1.1 Scoped Memory in the RTSJ is, of course, aDutOfMemoryErrorin case too much memory is

Language extensions such as the Realtime Specificatiorafer J  allocated in a scope or a scope was dimensioned too small.

[9] have made it possible to use Java implementations evergth . .
1.2 Pointer Analysis

* This work was partially funded by the European Commissiétiisframe- The application of pointer analysis to object-orientedglaages

work program’s HIJA project, IST-511718. such as Java is a relatively new area of research. There are tw
main uses of the results of pointer analysis: the resultsbzn
used to control optimisations of code manipulating toolshsas
compilers, or the results may be used for the correctnedgsima
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The pointer analysis results are applied to prove the abseic 1: import javax.realtime.*;
error conditions. The development of the analysis algorithas 2: import java.lo.x; ]
driven by the requirement to reduce the number of false igesit 2: import java.util.Vector;
. . . . : public class Test implements Runnable
in the set of potential errors that is reported. The errodi@ns 5. {
include standard Java runtime errors such as null poinggiillegal 6: final static LTMemory sl = new LTMemory(1000000);
casts and illegal array stores, but also memory relatednengr- 7: final static LTMemory s2 = new LTMemory(1000000);
rors in applications using the Real-Time Specification foral[9]. 8:
The analysis results are used for the verification of safetical 9: public static void main(String[] args)
Java applications that are developed according to the @safié- 10: |
fined within the HIJA project [16]. 11: new RealtimeThread(null,null,null,si,

12: null,new Test()).start();
1.4 Paper Organisation 13: }
The rest of this papers starts with a motivation exampleshaivs a ig public void run()
illegal assignment error (chapter 2). Then, chapter 3 gaveisitro- 16: {
duction into pointer analysis algorithms and presents émeaica 17: final Vector results = new Vector();
data flow analysis presented in this paper. Next, chapteegepts 18: for(int i=0; i<10; i++)
the HIJA safety critical Java profile, that the analysis sdifor, be- 19: {
fore chapter 5 explains how the pointer analysis can be eghpti 20: final int n = i;
find runtime errors including RTSJ related errors. Ch&g®pro- 21 s2.enter(new Runnable() {
vides coding guidelines that help to improve the accuracthef ;2 f[’“bhc void run()
analysis. Chapter 8 concludes this paper. o4 try
25: {

2. MOTIVATING EXAMPLE 26: RandomAccessFile f =

A tvpical f d . . h in fi 4. In Thi 27: new RandomAccessFile("file"+n,"r");
ypical use of scoped memories Is show In figure 4. In IS 3. byte[] a = new byte[(int) f.length()l;

example, a realtime thread runs it its own scoped memorysdrea o9, f.readFully(a);
It starts by reading data from several files. A second mems@ry  30: results.add(a);

area is used to store all the temporary objects requireditbtfese 31: f.close();
files. However, the data read from the files is allocateddmnd 32: }
copied directly tos1causing anllegalAssignmentErroat runtime 33: catch (Throwable t)
in the call toVector.addmade in line 30. 34: {
This kind of programming errors are hard to predict sincg the 35 t.printStackTrace();
are caused by an apparently harmless pointer store operktigp- ggf } ¥
ically requires complex manual analysis of the code to deitex 38 1
the possible memory ares of the source and the target of theepo 39: 3 ’
store operation. In this example, the illegal assignmemt @ccurs 40: }

inside clasd/ector, even though the code of this class if absolutely 41: 3
correct, the error is in the call at line 30 of the example freses
an argument that cannot be stored into the vector.

This example illustrates that the feature of not causirepdl Figure 1. Example that causes an lllegalAssignmentError in line
assignment errors at runtime is not an aspect of a singls dias  30.
method, but an aspect of a whole application. To proof therates
of such errors, all assignments have to be analysed in ailges
calling contexts they may be used in.

The pointer analysis presented in this paper solves thidgm
One of the results of the pointer analysis is the value setllof
variables in the application. The representation of theslees
includes the memory area the values were allocated in, $uath t
assignment errors can be found (see section 5.2).

each variable may hold is joined with the set of values that ar
assigned to these variables by any method that is in the atiooc
set. Also, any new invocation that is performed by a methed th
is in the set of invocations is also added to this set. Thatiter
analysis continues as long as these two sets grow, it stops thie
smallest fix point has been reached, i.e., when the setsu#vahd
invocations remained constant during a complete iterati@n all
invocations.

Pointer analysis is called context-sensitive if the contéxhe

3. POINTER ANALYSIS
3.1 Background
Significant amounts of research have been undertaken irr¢ae a

of pointer analysis during the last decades [17]. Pointexyais
typically uses static, program-wide data flow analysis,clvhig an
iterative algorithm that determines an upper bound for #teo$
values each reference variable in an application may holdddtli-
tion to the set of values for each variable, the analysisroetes
a set of invocations, where an invocation is a method caéttuey
with context information at the call. The resulting set afdnations
is an upper bound for the set of invocations that may be paeddr
during an actual program run.

caller is part of the representation of invocations andesl@on-
text information usually is the call chain that leads to aroaation.
However, context may include other information such ashhead
that performs the invocation or environmental informatsaich as
the current allocation context when region-based memonage-
ment is used [28, 27].

An algorithm that is not context-sensitive is called coktex
insensitive. Context-insensitive pointer analysis iderg invoca-
tions and values by the method that is invoked and the sowde c

The analysis starts with an empty set of variable values and position that creates a value, respectively. Contextrisisiee ana-

the set of invocations containing only the main routine of th

analysed application. In each iteration, the set of possialues

lysis significantly reduces the analysis complexity, butritvides
results that are not accurate enough for our purposes:s/aeteated



in different contexts cannot be distinguished and restttgrinabil-

ity to proof the absence of an error. E.qg., the differentanses of a
container structure that are used by different threadste sliffer-

ent objects cannot be distinguished, a context-insersithalysis
cannot detect that thread local objects stored into a thieezal

container are not accessible by another thread that uséferedt

thread local container instance.

In a context-sensitive analysis, the complete call chaisislly
used as context. Since this leads to infinite value sets turseve
routines, the call chain has to be reduced to contain no gr @nl
limited number of cycles. However, even with this restantithe
number of possible call chains typically grows exponehtialith
the application size making context-sensitive analysificdit to
use with real world applications.

Pointer analysis can furthermore be classified as flow-Bemsi
and flow-insensitive. A flow-sensitive analysis respects dihder
of statements during the analysis of one routine, while a-flow
insensitive analysis ignores this order. A flow-sensitivalgsis
achieves higher accuracy since information availableénctimtrol
graph (such as a null pointer check) can be used to reducesthe s
of values of a variable.

Unlike context-sensitivity, the effect of flow-sensitiyion the
performance of the analysis is less critical. Routine-wadealobal
data-flow analysis is a technique that is widely applied itirois-
ing compilers at a tolerable cost.

Object-sensitive points-to analysis for Java was presehye
Milanova et. al [20]. In object-sensitive analysis, the teominfor-
mation does not consist of the call chain, but the allocasite of
the current objecttfiisin Java) is used as context information. This
approach brings a significant improvement in accuracy coetp@
a context-insensitive analysis while the analysis coniplegrows
less than using a context-sensitive analysis based on thplete
call chain.

3.2 Jamaica Data Flow Analysis

For the analysis of the correctness of applications usiagReal-
Time Specification for Java, we have implemented a new pointe
analysis algorithm.

The data flow analysis uses the intermediate code repréisenta
used by the JamaicaVM [18] static Java compiler. This ineatiate
code is generated from the Java byte code. Single instnsctice
more fine-grain than bytecodes, e.g., an array element fidses
splitinto four independent instructions that check thayfor null,
obtain the array length, check the index value and finallg tbe
array element. This intermediate representation repltedava
stack and the local variables used in the bytecode by usastétic
single assignment form [4, 23] instead. The static singdegasnent
form simplifies the local data flow analysis in a single methinde
the data flow between intermediate commands is explicit.

During the data flow analysis, two sets are determined: the se
of invocations (called methods with their context) and thierefer-
ence values for each reference field and reference arrayisesits.
The analysis runs iteratively starting with thminfunction of the
application’. The data flow for all invocations is analysed in each
iteration. During the analysis, new values are added to #heev
sets of fields and array elements and new methods that ard foun
to be called are added to the set of called methods. The tigori
terminates when these sets remained constant during cagate

Reference values are identified by the class of the objegt the
represent together with context information. This contefdrma-

lthe analysis actually starts with the virtual machine aigation code
that is called before thenain method. For JamaicaVM, this means that an
internal constructor ofhreadand the static initialiser of clasSystemis
also initially added to the set of invocations

tion is crucial: if it is too detailed, the number of valuepldes
and the analysis becomes infeasible, while too little cdritéor-
mation results in a bad analysis that finds more “false pesiti
i.e., potential errors that actually cannot occur at rameti

The context information of the Jamaica data flow analysis con
sists of the allocation site, the thread that performed Hoeation,
the current memory area in use, the set of locks held and adbrm
object context as proposed by Milanova et. al [20].

This analysis also distinguishes object initialisationl abject
use which significantly improves the analysis accuracy for o
ject oriented applications. Specific properties such agedion in-
stances and embedded instances are also detected to fianther
prove analysis accuracy.

To reduce the analysis effort, the analysis is split intoanand
minor iterations. A major iteration analyses all calls i thet of
called methods. For the minor iterations, the called metharg
placed into separate age groups. If the analysis of a caflesau
the call or value set to grow, the next iteration is restdcte
the methods in the same or younger age groups. This means that
repeated analysis of invocations that had now effect onrihyais
results are avoided in minor iterations.

Figure 2 shows the output of the analysis on a HelloWorld
application. Even though a HelloWorld is very small, thelgsia
has to analyse all the code that is executed during startupeof
virtual machine, which leads to a total of 341 methods thahis
case. Each line that is printed by the analysis shows the after
one major iteration. The analysis stabilises after 8 maguations,
while at most 27 minor iterations where needed (in majoatten
#3).

During the analysis, 2332 invocations where found for 341
methods, i.e., there are 2332 different calling contexéndiiough
there are only 341 different methods that may be called. ¥6&d
ent reference values where detected and 847 different Eetese
values were created to store the values of variables. Theanél-
ysis time was less than 12 seconds.

4. HIJA SAFETY-CRITICAL-JAVA PROFILE

The pointer analysis is intended for the verification of tloe-c
rectness of safety-critical Java applications using tietgaritical
profile defined by the HIJA project. This profile is a severdries
tion of the Java libraries, while it has only minor limitat®with
respect to the use of the Java language. The analysis was diy
the requirements to analyse applications written accgrtiinthe
profile, but the analysis is not restricted to any subsetvd.Ja

4.1 HIJA Project Overview

The HIJA project [16] started in June 2004 to define Java pfil
for critical systems and to implement tools for the requivedfi-
cation of Java applications developed for these profilesr&lare
12 partners in the HIJA consortium: aicas, Aonix, Bellstne&iat
Research Centre, FZI Karlsruhe, Thales-Avionics, Teletialia,
The Open Group, Trialog, the University of Karlsruhe, thevdn
sity Polytechnic of Madrid, and the University of York,

For the verification of the correctness of applications temt
using the defined profiles, several static analysis toolsdavel-
oped within the project. One of these tools is the programchewi
pointer analysis presented in this paper. It is used to ptow@on-
functional correctness of the applications.

Based on the features of the Realtime Specification for Java
(RTSJ) [9], a safety-critical profile is defined by HIJA. Thiso-
file provides a restricted subset with the aim to permit fiegtion
up the DO178B level A [1]. For less critical application ddnmg
business-critical and flexible dynamic systems, lessiotist pro-
files are also defined as supersets of the safety criticalgrdtie
aspects covered by the profile address the supported thredel m



>jamaica -dfa HelloWorld
Jamaica Builder Tool 2.9 Release 5

DFA ITERATION 1.1.1 CALLS: 490 methods: 183 time: 2s mem: 67MB
DFA ITERATION 1.2.15 CALLS: 1215 methods: 251 time: 4s mem: 70MB
DFA ITERATION 1.3.27 CALLS: 2014 methods: 287 time: 7s mem: 73MB
DFA ITERATION 1.4.3 CALLS: 2206 methods: 323 time: 8s mem: 80MB
DFA ITERATION 1.5.9 CALLS: 2332 methods: 341 time: 9s mem: 82MB
DFA ITERATION 1.6.4 CALLS: 2332 methods: 341 time: 10s mem: 86MB
DFA ITERATION 1.7.1 CALLS: 2332 methods: 341 time: 11s mem: 89MB
DFA ITERATION 1.8.1 CALLS: 2332 methods: 341 time: 11s mem: 92MB
DFA DONE: 11583ms TRACED 302 VALUES, 847 VALUE SETS and 2332 INVOCATIONS.

Figure 2. Example run of the data flow

synchronisation mechanism, memory model and annotattwats t
permit tools to perform correctness verification. In paiafiormal
verification tools are developed to proof the functional aod-
functional (resource use, etc.) correctness of an apjitat

Safety-Critical systems as defined in DO178B [1] are softwar
systems that are vital in a way such that anomalous behaviour
would cause or contribute to a failure of system functiorultes
ing in a catastrophic failure condition for an aircraft. Tesare the
correctness of a safety-critical software system, strihgerifica-
tion techniques need to be applied that proof the absencemf e
conditions.

For Ada, the Ravenscar profile [11] provides a language for
safety-critical applications that is powerful enough &hiémaining
analysable. A corresponding profile is required for the Usiawa
in this area.

To ensure the correctness of a safety-critical softwaréenys
stringent verification techniques need to be applied thadfpthe
absence of error conditions.

Dynamic features such as dynamic memory management or
even garbage collection or dynamic code loading are nohiquks
that currently can be verified in a way that would be accepted b
certification authorities. For realtime Java to be appliedb such
a system, a very stringent subset of the features availahlava,
the standard libraries and the RTSJ extensions is required.

Since the early versions of the RTSJ are available, work on
defining subsets for the use in safety-critical systems lesenb
performed. Of important influence to the HIJA project is thefite
defined by Puschner and Wellings [22] and the Assessmenvaf Ja
for High Integrity Systems by Kwon et al [19].

4.2 The Safety-Critical Profile

The HIJA safety-critical Java profile poses severe regtriston
the Java programs developed according to the profile. Theme i
provision for garbage collection in the the profile. The ex@Emn is
split into two distinct phases: an initialisation phase arission
phase. During the mission phase dynamic loading, threaiore
and object allocation in non-local memory areas is not peeihi
Instead, local memory areas for each task are used for &ilaca
of temporary objects in the mission phase. Annotations aesl u

analysis on a HelloWorld applaat

Since memory allocated in immortal memory will never be
reclaimed, repeated dynamic allocation in this memory avifla
eventually cause the system to run out of available memdmré-
fore, allocation in immortal memory is restricted to thetiadisa-
tion phase. All objects that need to be shared by differemeda-
lable objects need to be allocated statically in immortahmoey
in the initialisation phase. Once the mission phase hatedtahe
amount of immortal memory that is used will remain consttdrere
is no possibility to obtain an out of memory error due to adlban
in immortal memory during the mission phase.

However, the allocation of temporary objects during thesiis
phase cannot be prohibited without sacrificing the objeierted
programming style that is encouraged by Java. To providdea sa
means of allocation of temporary objects by period threads a
event handlers during the mission phase, each of thesedahed
ble objects has its own scoped memory region. No other scoped
memory regions may be used, i.e., nesting of scoped memery re
gions is not permitted. The assignment rules for scoped memo
regions in the RTSJ then automatically ensure that thesedeny
objects may not be shared between different schedulabéetsbj

The scopes will be entered automatically on each release of a
schedulable object, and exited after the execution of thedida-
ble object returns for this release. This ensures that mpteary
objects allocated during one release will be reclaimed rieefioe
next release. Since the scopes are local to each schedalabtz,
the allocation of temporary objects in one task is not affédby
the allocation in any other task. Any allocation-relatetbes in
one schedulable object, such as uncontrolled allocationesnory
leaks, may not affect any other schedulable object.

With this memory model, what remains to be checked by static
analysis is that no assignment errors may occur at runtinme. A
assignment error occurs whenever a reference that is tdlibda
scoped memory is assigned to a static variable or to an dbigids
allocated in a memory area that may have a longer life-spa, s
as heap, immortal or a surrounding scoped memory. Since heap
memory is not used in the profile and nesting of scoped mensory i
not possible, all the static analysis has to show is thaethes no
assignments of temporary objects into static variablesjmots in
immortal memory.

to document which methods or classes are safe to be used in the To avoid running out of memory within scoped memory and the

mission phase.

4.2.1 Memory Management

No garbage collection is used in the safety-critical profiteRTSJ
terms, this means that no allocation in heap memory will e pe
formed, since the heap is under the control of the garbadectot.
Instead, all memory allocation will use either immortal noew
which is never reclaimed, or scoped memory, which providesa
region-based memory management.

runtime stack that is local to one schedulable object, itiither-
more required to perform a worst-case heap and stack usgsanal
for each schedulable object. This analysis can be perfotovadly

to one schedulable object, it is simplified significantly gared to
the full RTSJ.



Object[] a
String[] b

= new Object[10];
= new String[10];
al0]
al1]
a
al[2]
a[3]

//
//
//
"Another String" //
new Integer(3); //

ok
ok
ok
ok
error!

"A String";
new Integer(3);

b

00 ~NO O WN -

Figure 3. lllustration of array store runtime error.

5. APPLICATION OF POINTER ANALYSIS

RESULTS

There are four aspects the pointer analysis results are fosed
The absence of runtime exceptions such as null pointer usks a
illegal casts, the correctness of synchronisation, theectmess of
the region-based memory management available in the RT&J an
the determination of worst-case memory allocation and tacase
stack use.

5.1 Runtime Error Detection
5.1.1 Absence of null pointer uses

Making null a special value for references that is traced by the
data flow analysis permits also to proof the absence of nutiteo
uses. The detection of a potential presence of a null pougeris
straightforward: At any point in the program that derefeesha
pointer, if thenull value is part of the value set of the dereferenced
variable, there is a potential null pointer use.

Since all instance and static reference fields in Java are ini
tialised with thenull value, for a useful null pointer use analysis
it is essential that the presence of initialisation cod¢ ekarwrites
this null value is detected reliably.

5.1.2 Absence of type cast errors

A type cast in Java performs a runtime check that ensuresghéat
casted reference is assignable to the target type. If thistithe
case, &LlassCastExceptiois thrown.

The availability of the exact value sets permits the debectif
potential class cast exception. At every cast of a variabbea type
T, it can be checked that all values thatnay hold are assignable
to T. If this is not the case, the cast cannot be proven not to cause
an exception.

5.1.3 Absence of array store errors

Java permits the assignment of reference arrays to arrigbles
of a more general element type. To ensure that storing anesliem
in an array does not store a value of an incompatible elenypst t
into an array of a more specific element type, a runtime check i
performed on every array store. Figure 3 illustrates a cedaence
that causes such a runtime check to fail.

With the availability of complete value sets of all variadlé
is now possible for each array store to check if all possibdyesl
values are assignable to all possible target array elerypast If
this is the case, no array store error may occur at runtirse,take
assignment is a potential error.

5.2 Correctness of region-based memory management

To be able to verify the correctness of assignments of abject
allocated in scoped memory and the absence of scope cyloges, t
context information for invocations and types is extendgdHhe
current allocation context. This allocation context isntiéed by

the corresponding memory area instance. On a caéni@r of
a memory area, the context is set to that memory area for the
invocation ofrun method that executes in this area.

5.2.1 Absence of cycles between scopes

Verification of the absence of scope cycles is performed bgrce

ing a ordering relation whenever a scoped memory area isezhte
in a context that uses another scoped memory area as a siHroun
ing allocation context. Whenever a new relation is addechi® t
order, it is checked that this new relation will still respde single
parent rule defined by the RTSJ. If this is not the case, alplessi
ScopedCycleExceptiamill be reported.

5.2.2 \Verifying assignments

The value that represents an allocated object includes émeary
area context of the invocation that allocates the objeds Trifior-
mation can then be used to check for all reference storeslif an
legalAssignmentErromight occur during runtime. If the assigned
reference in the store might be allocated in a memory ardgasha
not equal to or a parent of the target of the store, then algessi
lllegalAssignmentErrowill be reported by the analysis.

When applying the analysis to the example from figure 4, the
illegal assignment is detected reliably. Fig@&shows the output
of the data flow analysis tool when run on this example. The
first line of the output is a summary of the problem: There is a
potential illegal assignment to an array at line 530 in clgsgor(at
bytecode number 48). The following two lines show the assignt
that causes the problem: the target of the assignment isrtag a
allocated in clas¥ectorat line 148, while the assigned value is the
reference to the byte array allocate in line 28 of Test.jatéckv
is stored in the scoped memokyf Memorycreated in line 7 of
Test.java, which is the scoped memag/

Lines 4 through 10 give the context information for the fagli
assignment instruction. The context is the metWedtor.addElement
with the allocation context being thd Memorycreated in Test.java
in line 7, which iss2 Line 5 shows the current thread, which is the
RealtimeThread created in Test.java in line 11. Line 6 andoms
the potential values passed to this routine.

Finally, to guide the user to the source of the problem, lides
through 17 show an example of call chain that leads to thel@mob
Here, we can see that the call\¥ector.addin line 30 of Test.java
is on the call chain.

Since the call chain is not used as context information by the
analysis, since this would lead to an explosion in the nunaber
invocations, it is possible that several different call inkalead
to the same invocation. This is why for each invocation omg o
example call chain is shown.

5.3 Worst-case memory usage

The accurate invocation graph that is a result of the predent
analysis can be used for automatic analysis of worst-caseomye
demand of the threads that are part of one application. ksy th
a traversal of the invocation graph and summing of the memory
demand of each invocation results in the total memory denoénd
each method.

For this analysis, however, additional constraint infaioraon
maximum recursion depths, maximum loop counts, and maximum
sizes of allocated arrays is required. This informationasavail-
able from the pointer analysis. Instead, we use additi@wsthat
permit annotations in the source code or in separate filestode
these constraints. The correctness of these annotatieds e be
verified. Within the HIJA project [16], we are investigatitige use
of formal verification based on the KeY verifier [3] for this.



1: POTENTIALLY ILLEGAL ASSIGNEMT: to array at java/util/Vector.java:530[48]

w N

<== byte[]:5994:5814:1830 (Test.java:28[34])

java/lang/Object [] [ONEINSTANCE] :5846:5811:1830 (Vector.java:148[18])

{IN: javax/realtime/LTMemory[SINGLETON]:1357 (Test.java:7[13])}
4: 1IN METHOD method java/util/Vector.addElement(Ljava/lang/Object;)V
[MemoryArea: javax/realtime/LTMemory[SINGLETON]:1357 (Test.java:7[13])]

5: in thread: javax/realtime/RealtimeThread:1829 (Test.java:11[0])
6: (argl[0] : java/util/Vector:5811:1830 (Test.java:17[0]),
7: arg[1] : byte[]:5994:5814:1830 (Test.java:28[34])
{IN: javax/realtime/LTMemory[SINGLETON]:1357 (Test.java:7[13]1)})
8:
9: 1: method java/util/Vector.addElement(Ljava/lang/Object;)V (Vector.java:530)
10: 2: method java/util/Vector.add(Ljava/lang/Object;)Z (Vector.java:680)
11: 3: method Test$1.run()V (Test.java:30)
12: 4: method javax/realtime/MemoryArea.enter(Ljava/lang/Runnable;Z)V (MemoryArea.java:1126)
13: 5: method javax/realtime/MemoryArea.enter(Ljava/lang/Runnable;)V (MemoryArea.java:1092)
14: 6: method javax/realtime/ScopedMemory.enter(Ljava/lang/Runnable;)V (ScopedMemory.java:274)
15: 7: method Test.run()V (Test.java:21)
16: 8: method javax/realtime/RealtimeThread$Logic.run()V (RealtimeThread.java:192)
17:  9: method java/lang/Thread.go()V (Thread.java:1153)

Figure 4. Detailed output of the data flow analysis when run on the exarfnpm figure 4.

5.3.1 Worst-case heap memory use

thread. Amounts of allocations performed within loops neebe
multiplied by the maximum loop count and allocations in msote
methods can be determined by multiplying the maximum récnrs
depth with the allocation performed within one recursiveley

5.3.2 Worst-case stack use

The maximum stack use can be determined by an algorithmagimil
to the worst-case heap use, only that stack use does notambed t

summed up for different calls that originate in the same wetbut
it is sufficient to use the maximum stack use of all called rod¢h
Also, the stack use is independent of loop counts, but ingtso

depends on maximum recursion depths such that the stackuse i

a recursive method is the product of the stack use in oneseur
cycle and the maximum recursion depth.

5.3.3 First experience

First experience with worst-case memory use determinatamw
that the number of additional constraints that are requisdan-

ited such that this information can be provided manuallynefoe

moderately complex applications. The analysis itselfss émough
even for larger applications.

6. CODING GUIDELINES

The data flow analysis is a purely static analysis that magpvol
data flow through the application, but that cannot detecsanyan-
tic relations between variables or objects. These linttetimay
result in false positives, i.e., potential errors that aagded by the
analysis, but that may actually never occur during runtinemv
the semantics of the application is understood. Howeverattal-
ysis will never provide any false negatives, i.e., if thelgsia does
not report a certain runtime error at a specific location efappli-

cation, then it has been proven that this runtime error cancur.

A number of coding guidelines can help to produce applicatio

that are easier to analyse. This chapter tries to provide guitle-
lines to improve the analysis results.

6.1 Use simple Initialiser to set static fields early

For the worst case heap use, the amount of allocation needs toStatic fields are often used to hold references to a constgettamr
be summed up recursively starting from the main method dfieac structure. Often, the initial null value of such a field is owgtten
by a non-null value during execution of the static initiatissuch
that noNullPointerExceptiormay occur on any later uses of such
a field. Unfortunately, Java permits to access uninitidlistatic
fields, even if they are marked final. The following examplesH

trates this:

1: public class testl // bad static field init.
2: {

3: static final Object a = new testl(false);
4: static final String msg = new String("hello");
5:

6: testl(boolean printMsg)

7: o

8: if (printMsg)

9:

10: System.out.println(msg.toString());
11: }

12: }

13: }

Here, the DFA cannot detect that the accessmsgin method

static_testvill not be executed when this constructor is called from
the static initialiser, so a false positive potentialllPointerExcep-
tion will be flagged in line 10.

Basically, for the analysis to detect initial field valuesreatly,

static initialisers should

e initialise static fields directly at their declaration
e not contain static statement sequences
e not contain any calls to methods that may access the statis fie

that are being initialised

e initialise static fields before any more complex initiatiea

code is executed
A better example for how to achieve the same effect as in the

above code is given here:

W N e

public class test2 // better static field init
{
static final String msg

= new String("hello");
static final Object a =

new test2();



5:

6: private test2()

7: o

8: }

9:

10:  test2(boolean printMsg)
11: {

12: if (printMsg)

13: {

14: System.out.println(msg.toString());
15: }

16: %

17: }

In this second example, a different constructor that dods no
access any static fields is used, and this constructor isccafily
after all other static fields were initialised.

6.2 Use separate classes for constant values

To go one step further, the analysis improves if simple sfalds
are not initialised in a class with a complex static inigali at all.
If these fields are instead moved into a very simple sepatass,c
it is easier for the analysis to show that these fields arealigtu
initialised on their first use. The following code shows hdvist
could be done in the example from testl above:

: public class test3 // good static field init
: {

static final Object a = new test3(false);

{

1

2

3

4:

5: static class Messages
6 .

7 static final String msg = new String("hello");
8

)
9
10:  test3(boolean printMsg)
11: {
12: if (printMsg)
13:
14: System.out.println(Messages.msg.toString());
15: }
16: }
17: }
6.3 Initialise instance fields early

The initialisation of instance fields is an issue that is v&ryilar
to that of static fields: Simple, linear assignments of ahitialues
are simple to analyse, while a complex initialisation catrss
contains paths that may access uninitialised fields malkiifictult
for the analysis to proof that a field is actually initialisekbain,
even using the keyword final for fields that cannot be assigfted
initialisation does not help in all cases since even finalaimse
fields can be accessed by tricky before they are initialidu:
following code illustrates how a control flow that accesssshsa
field leads to a false positivdullPointerException

1: public class test4 // bad instance field init
2: {

3: final Object a = f(false);

4: final String msg = new String("hello");
5:

6 Object f(boolean printMsg)

7 {

8 if (printMsg)

9: {

10: System.out.println(msg.toString());
11: }

12: return this;

13: }

14: 3}

Basically, for the analysis to detect initial field valuesreatly,
constructors should

o initialise fields directly at their declaration

e not contain statement sequences intertwined with fieldada€l
tions

e not contain any calls to methods that may access the fieltls tha
are being initialised

e initialise instance fields before any more complex inisiation
code is executed

A better example for how to achieve the same effect as in the
above code is given here:

1: public class testb // good instance field init
2: {

3: final String msg = new String("hello");
4: final Object a = f(f);

5:

6: Object £()

7 A

8: return this;

9: 3}

10:

11: Object f(boolean printMsg)

12: {

13: if (printMsg)

14:

15: System.out.println(msg.toString());
16: }

17: return this;

18: }

19: }

6.4 Use local variables for null checks

A very common code sequence that usually avoidsudPoint-
erExceptiorfor an instance method call is illustrated here:

1: if (ref !'= null)
2: {

3: ref.f();

4: }

The same pattern is used to avdilillPointerExceptionon
accesses to instance fields:

1: if (ref != null)
2: {

3: ref.fieldl =
4: 3}

ref.field2;

Unfortunately, this code pattern works only if the referenc
valueref is in a local variable. Ifef is a static or an instance field,
a concurrent thread may overwrite the value between thehattk
and the dereferencing of the field. For this reason, the DReyais
also cannot assume that the value of the field is non-nullimvith
the body of the if-statement in this case and it will flag a ptit
NullPointerException

The solution to obtain code that is both safeN\ofllPointerEx-
ceptionsand that can be analysed by the DFA not to cause such
an exception can use a local variable. Local variables ia daay
never be modified by other threads. The modified code for an in-
stance method call is

1: Type localref = ref;
2: if (localref != null)
3: {

4 localref.f();

5 }

The corresponding code for an instance field access is



1: Type localref = ref; 21:
2: if (localref != null) 22: void handle(Object transaction, Object data)
3: { 23: {
4: localref.fieldl = localref.field2; 24: if (transaction instanceof Payment)
5: } 25: {
26: ((Payment)transaction) .pay((Amount)data) ;
This use of alocal variable does not only improve the andlifssa  27: }
ity of the code, but it also makes it more robust: Even if a fiera 28: else if (transaction instanceof CloseAccount)
thread may change the field value, it may not provoké&udPoint- 29: {
erExcepﬁorhere. 22: ) ((CloasAccount)transation).close((Reason)data);
6.5 Use local variables for instanceof checks §§ ) ¥
A similar code pattern as for null checks is often employeadype
casts: One might argue that this kind of code is bad object-oriented
programming style. A solution that is better style and eaie
;. if{(ref instanceof NewType) analyse would avoid the casts by using more classes:
3: .. ((NewType) ref) ..; 1: interface Transaction
4. } 2: {
Unfortunately, also this code pattern works only if the refeee 2; } abstract void handle();
valueref is a local variable. Ifef is a static or an instance field, a 5: class PayTrans extends Payment
concurrent thread may overwrite the value between thernets 6: implements Transaction
check and the type cast. For this reason, the DFA analysis als 7: {
cannot assume that the value of the field is of the desiredithen 8:  Amount amount;
the body of the if-statement in this case and it will flag a ptité 9:  public void handle()
ClassCastException 10 A _
The solution to obtain code that is both safe@ifissCastEx- ié pay (amount) ;
ceptiors and that can be analysed by the DFA not to cause such |5, }
an exception can use a local variable. Local variables ia dsay 14: class CloseTrans extends CloseAccount
never be modified by other threads. The modified code for an in- 15:  implements Transaction
stance method call is 16: {
17: Reason reason;
1: Type localref = ref; 18:  public void handle()
2: if (localref instanceof NewType) 19: {
3: { 20: close(reason);
4: ((NewType) localref) ..; 21:  }
5 } 22: }
23:

This use of a local variable does notonly improve the analysa 4. puplic class semantic_info2
ity of the code, but it also makes it more robust: Even if a i@ra 25: {

thread may change the field value, it may not provokdassCas- 26: public static void main(String[] args)
tExceptionhere. 27:  {

28: Transaction trans;
6.6 Avoid casts that depend on semantic information 29: if (pay)
Since se_manticinformation is not availab_le tothe anaJ}'»ts_fmnn_ot 2(1) t trans = new PayTrans();
automatically prove the absence of runtime errors thatireghis 39: trans.amount = new Amount();
semantic information. The following code sequence ilkists this 33: }
problem: 34: else if (close)

35: {

1: public class semantic_info 36: trans = new CloseTrans();

2: { 37: trans.reason = new Reason(message);

3 public void do() 38: }

4: q 39:

5: Object transaction; 40: trans.handle();

6: Object data; 41: 3}

7 42: }

8: if (pay)

9: { This case illustrates how the DFA analysis can actuallyg@c
10: transaction = new Payment(); better object-oriented design, since this better desigmipe the
E ) data = new Amount(); automatic proof that runtime errors are absent.

13: else if (close)
14: { 7. RELATED WORK
12 ;ransf“mn = new CloseAccount(); Research on pointer analysis algorithms has been perfosinee

: ata = new Reason(message); . .
17+ 3 over 25 years [17, 25]. Among the list of open issues that eher
18: identified by Michael Hind [17] are scalability, precisiof i@-
19: handle(transaction,data); sults, addressing client’s needs and the support for Jalalgect-

20: } oriented languages.



Efficient points-to analysis that scales well to real-waoslg
plications where originally restricted to context-inséme and
flow-insensitive analysis. Steensgard provided the firstteod-
insensitive and scalable implementation [26]. More rgeobntext-
sensitive points-to analysis that scales well to large Giegons
has been presented by Féhndrich et al [13, 12], howevere thes
approaches are either flow-insensitive or unification baskfi-
cation based algorithms regard assignments as bidirettgauch
that the source and target variable of an assignment haathe s
value set, which leads to significantly reduced precisiangared
to the inclusion based approach that is presented herdefomore,
these earlier approaches differ from the presented apprsiace
they are not field-independent, while the approach preddmes
maintains separate value sets for each field.

Recent work on the use of Binary Decision Diagrams (BDDs)
has shown that the application of BDDs can enable the context
sensitive analysis that would otherwise be intractabletdwan ex-
ponential growth in the size of the invocation set [7, 29, Y0ha-
ley and Lam have achieved a fast alias analysis by cloningi-met
ods for every context of interest for the analysis such tbatext-
insensitive analysis over the cloned methods can be ustxhihef
a context-sensitive one. They used BDDs for the repregentat
invocations and showed that this can result in an efficieatyais
[29]. Their approach has permitted the analysis of real dvdava
applications.

Zhu and Calman [30] use BDDs for a symbolic representation
of the invocation graph and a symbolic transfer functiondp-r
resent the effect of a routine. They show that their apprazch
reduce the exponential analysis effort for context-semsénalysis
to be almost as fast as a corresponding context-insenaitatysis.

The use of BDDs for the representation of invocation grapias a
transfer functions is a technology that is orthogonal toitleas
presented in this paper. It can be expected that similar imgep
to binary functions can be found for the suggested approach s
that the use of BDDs may reduce the analysis effort. Of cotnse
use of BDDs does not avoid the potentially exponential spack
time requirements since the efficiency of BDDs strongly delse
on finding a good ordering of binary variables.

Rountev et al [24] have extended Andersen’s [5] context-
insensitive analysis for C for the use with Java. Their asialy
is context- and flow-insensitive. It usesnstraintandfield annota-
tionsto accurately handle virtual method calls and trace the fliow o
values through different fields. Furthermore, analysisericted
to potentially called methods. The implementation preseim this
paper uses similar techniques to accurately trace virtaitd and
fields. An object-sensitive points-to analysis for Java prasented
by Milanova et. al [20].

The use of static analysis for the verification of safetyicai
applications or the use of the Real-Time Specification feada
proposed by some recent publications. Blanchet et al [&qe
a static analyzer for the formal verification of safety pntigs in
large safety-critical C applications. They use an absiraetpre-
tation approach that is not limited to heap analysis but ¢baers
the arithmetic domain as well. Their analyzer detects piatktia-
tal errors” such as out-of-bounds array accesses that viawiel an
undefined result. The approach covers error conditionscHratot
be handled by the approach presented here since arithraéiesv
are not analyzed here. However, their approach is not adiépthe
analysis of object-oriented code with complex heap strestuso
a combination of these approaches may result in a more ctenple
analysis of safety features of an application.

The correctness of region based memory management in the
RTSJ can be ensured by the use of an extended static type sys
tem based on ownership types as proposed by Boyapati et]al [10
Unlike the approach presented here, additional annotationhe

source code are required. Salagnac et al [14] propose thefuse
escape analysis for region-based memory management toat4to
ically determine life-spans of objects and therefore be abluse
RTSJ memory areas for the allocation of these objects.

A different approach to avoid runtime errors in region based
mememory management are Scoped Types presented by Antreae e
al. [6]. In this approach, types are related to scopes bytatinos
such that it can be statically that no assignments betwestarioes
in different scopes are made by checking that the types afethe
instances are associated to the same scopes.

8. CONCLUSION

The presented pointer analysis permits the proof of absefce
pointer related errors such as null pointer use and illegsiis; but
also errors related to the use of region based memory maregem
using the mechanisms available in the Real-Time Specificdtir
Java. The analysis serves as a basis for worst-case memery us
analysis enabling static analysis to avoid resource rtlatstime
errors. This is of particular interest for safety-criticadde that
needs to be certified.

It has been shown that this approach scales well to medium
size real-world applications and can prove the correctioéss
high percentage of statements that are potential souraesitine
errors. It can be expected that, using simple coding guidslithis
result can still be improved significantly.

Future work needs to focus on the development of coding guide
lines that ensure a more accurate analysis and that avaarceb-
vious problems. Also, enhancements in the analysis acgcunay
be achieved by recording additional information such ass#tef
threads that modify a field.

An extension of the analysis to determine the value setsmf no
reference variables such as booleans may further help tmirep
the accuracy of the analysis. Analysing non-referencesetswil,

e.g., help to exclude code that is de-activated by a boolagahte
that is alwaydalse
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