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Abstract
The Real-Time Specification for Java (RTSJ) introduces region
based memory management to avoid the need for garbage collec-
tion. This region based memory management, however, introduces
new possible runtime errors. To ensure that an application devel-
oped with the Real-Time Specification for Java executes correctly,
it has to be proven that no runtime errors occur.

The use of program-wide pointer analysis for the proof of ab-
sence of runtime error conditions such as null pointer uses or illegal
casts is still not widespread. Current uses of program-widepointer
analysis focus on applying the results for optimisations incompil-
ers, where a low accuracy of the results leads to missed opportuni-
ties for optimisation, which is often tolerable.

This papers presents the application of a program-wide data
flow analysis to prove the absence of memory related runtime errors
such as those introduced by the RTSJ.

Categories and Subject Descriptors D.2.4 [Software/Program
Verification]: [Reliability, Validation]; D.3.4 [Processors]: [Com-
pilers]

General Terms Algorithms Languages Reliability Verification

Keywords program analysis, data-flow analysis, Java, Real-Time
Specification for Java, context sensitive, pointer analysis, runtime
errors

1. INTRODUCTION
The enormous success of Java technology is due to the many
advantages, such as higher productivity and safety, the language
brings to the developer. Even critical applications, as in automotive
or aerospace control, can profit from these advantages [15, 2].

1.1 Scoped Memory in the RTSJ

Language extensions such as the Realtime Specification for Java
[9] have made it possible to use Java implementations even though
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a garbage collector may interrupt the execution of normal Java code
in an unpredictable way. New specific features such as regionbased
memory management [28] using scoped memory and realtime tasks
that cannot access the garbage collected heap make it possible to
develop code that has predictable timing behaviour and thatcan be
used for hard realtime tasks.

The use of scoped memory, however, requires that certain run-
time error conditions are avoided. These new runtime error con-
ditions are scopes that are nested improperly and assignment that
may lead to dangling references.

Scoped memory areas may be nested such that entered mem-
ory areas form a tree. Each scope has at most one parent scope in
this nesting, but it may have several child scopes. Since thesame
scoped memory area may be used by different threads simultane-
ously, each thread must follow the same nesting order. Current im-
plementations of the RTSJ check at runtime that the scopes actually
form a proper tree and not a cyclic graph. If a cycle would be cre-
ated by entering a scoped memory area, aScopedCycleExceptionis
thrown at runtime.

Since memory allocated in a scope will be reclaimed after this
scope was exited by all threads, it has to be ensured that no dangling
references to any objects allocated in a scope will exist when this
scope is exited. To ensure this, the RTSJ does not permit to store
a reference to an object allocated in scoped memory into a static
variable or into another object that was allocated in heap memory,
immortal memory or in an outer scope. Current implementations
of the RTSJ use runtime checks on all pointer assignments to
make sure that no assignments that may lead to dangling references
are made. In case an attempt is made to make such an illegal
assignment, anIllegalAssignmentErroris thrown be the virtual
machine.

Apart fromScopedCycleExceptionandIllegalAssignmentError,
another runtime error that may occur when using scoped memory
is, of course, anOutOfMemoryErrorin case too much memory is
allocated in a scope or a scope was dimensioned too small.

1.2 Pointer Analysis

The application of pointer analysis to object-oriented languages
such as Java is a relatively new area of research. There are two
main uses of the results of pointer analysis: the results canbe
used to control optimisations of code manipulating tools such as
compilers, or the results may be used for the correctness analysis
of an application.

1.3 Contributions

In this paper, a new implementation of a context-sensitive and flow-
sensitive pointer analysis algorithm for an object-oriented environ-
ment is presented.



The pointer analysis results are applied to prove the absence of
error conditions. The development of the analysis algorithm was
driven by the requirement to reduce the number of false positives
in the set of potential errors that is reported. The error conditions
include standard Java runtime errors such as null pointer use, illegal
casts and illegal array stores, but also memory related runtime er-
rors in applications using the Real-Time Specification for Java [9].
The analysis results are used for the verification of safety-critical
Java applications that are developed according to the profiles de-
fined within the HIJA project [16].

1.4 Paper Organisation

The rest of this papers starts with a motivation example thatshows a
illegal assignment error (chapter 2). Then, chapter 3 givesan intro-
duction into pointer analysis algorithms and presents the Jamaica
data flow analysis presented in this paper. Next, chapter 4 presents
the HIJA safety critical Java profile, that the analysis is used for, be-
fore chapter 5 explains how the pointer analysis can be applied to
find runtime errors including RTSJ related errors. Chaper?? pro-
vides coding guidelines that help to improve the accuracy ofthe
analysis. Chapter 8 concludes this paper.

2. MOTIVATING EXAMPLE
A typical use of scoped memories is show in figure 4. In This
example, a realtime thread runs it its own scoped memory areas1.
It starts by reading data from several files. A second memorys2
area is used to store all the temporary objects required to read those
files. However, the data read from the files is allocated ins2 and
copied directly tos1causing anIllegalAssignmentErrorat runtime
in the call toVector.addmade in line 30.

This kind of programming errors are hard to predict since they
are caused by an apparently harmless pointer store operation. It typ-
ically requires complex manual analysis of the code to determine
the possible memory ares of the source and the target of the pointer
store operation. In this example, the illegal assignment error occurs
inside classVector, even though the code of this class if absolutely
correct, the error is in the call at line 30 of the example thatpasses
an argument that cannot be stored into the vector.

This example illustrates that the feature of not causing illegal
assignment errors at runtime is not an aspect of a single class or
method, but an aspect of a whole application. To proof the absence
of such errors, all assignments have to be analysed in all possible
calling contexts they may be used in.

The pointer analysis presented in this paper solves this problem.
One of the results of the pointer analysis is the value sets ofall
variables in the application. The representation of these values
includes the memory area the values were allocated in, such that
assignment errors can be found (see section 5.2).

3. POINTER ANALYSIS
3.1 Background

Significant amounts of research have been undertaken in the area
of pointer analysis during the last decades [17]. Pointer analysis
typically uses static, program-wide data flow analysis, which is an
iterative algorithm that determines an upper bound for the set of
values each reference variable in an application may hold. In addi-
tion to the set of values for each variable, the analysis determines
a set of invocations, where an invocation is a method call together
with context information at the call. The resulting set of invocations
is an upper bound for the set of invocations that may be performed
during an actual program run.

The analysis starts with an empty set of variable values and
the set of invocations containing only the main routine of the
analysed application. In each iteration, the set of possible values

1: import javax.realtime.*;2: import java.io.*;3: import java.util.Ve
tor;4: publi
 
lass Test implements Runnable5: {6: final stati
 LTMemory s1 = new LTMemory(1000000);7: final stati
 LTMemory s2 = new LTMemory(1000000);8:9: publi
 stati
 void main(String[℄ args)10: {11: new RealtimeThread(null,null,null,s1,12: null,new Test()).start();13: }14:15: publi
 void run()16: {17: final Ve
tor results = new Ve
tor();18: for(int i=0; i<10; i++)19: {20: final int n = i;21: s2.enter(new Runnable() {22: publi
 void run()23: {24: try25: {26: RandomA

essFile f =27: new RandomA

essFile("file"+n,"r");28: byte[℄ a = new byte[(int) f.length()℄;29: f.readFully(a);30: results.add(a);31: f.
lose();32: }33: 
at
h (Throwable t)34: {35: t.printSta
kTra
e();36: }37: }38: });39: }40: }41: }
Figure 1. Example that causes an IllegalAssignmentError in line
30.

each variable may hold is joined with the set of values that are
assigned to these variables by any method that is in the invocation
set. Also, any new invocation that is performed by a method that
is in the set of invocations is also added to this set. The iterative
analysis continues as long as these two sets grow, it stops when the
smallest fix point has been reached, i.e., when the sets of values and
invocations remained constant during a complete iterationover all
invocations.

Pointer analysis is called context-sensitive if the context of the
caller is part of the representation of invocations and values. Con-
text information usually is the call chain that leads to an invocation.
However, context may include other information such as the thread
that performs the invocation or environmental informationsuch as
the current allocation context when region-based memory manage-
ment is used [28, 27].

An algorithm that is not context-sensitive is called context-
insensitive. Context-insensitive pointer analysis identifies invoca-
tions and values by the method that is invoked and the source code
position that creates a value, respectively. Context-insensitive ana-
lysis significantly reduces the analysis complexity, but itprovides
results that are not accurate enough for our purposes: values created



in different contexts cannot be distinguished and result inthe inabil-
ity to proof the absence of an error. E.g., the different instances of a
container structure that are used by different threads to store differ-
ent objects cannot be distinguished, a context-insensitive analysis
cannot detect that thread local objects stored into a threadlocal
container are not accessible by another thread that uses a different
thread local container instance.

In a context-sensitive analysis, the complete call chain isusually
used as context. Since this leads to infinite value sets for recursive
routines, the call chain has to be reduced to contain no or only a
limited number of cycles. However, even with this restriction, the
number of possible call chains typically grows exponentially with
the application size making context-sensitive analysis difficult to
use with real world applications.

Pointer analysis can furthermore be classified as flow-sensitive
and flow-insensitive. A flow-sensitive analysis respects the order
of statements during the analysis of one routine, while a flow-
insensitive analysis ignores this order. A flow-sensitive analysis
achieves higher accuracy since information available in the control
graph (such as a null pointer check) can be used to reduce the set
of values of a variable.

Unlike context-sensitivity, the effect of flow-sensitivity on the
performance of the analysis is less critical. Routine-wide, or global
data-flow analysis is a technique that is widely applied in optimis-
ing compilers at a tolerable cost.

Object-sensitive points-to analysis for Java was presented by
Milanova et. al [20]. In object-sensitive analysis, the context infor-
mation does not consist of the call chain, but the allocationsite of
the current object (this in Java) is used as context information. This
approach brings a significant improvement in accuracy compared to
a context-insensitive analysis while the analysis complexity grows
less than using a context-sensitive analysis based on the complete
call chain.

3.2 Jamaica Data Flow Analysis

For the analysis of the correctness of applications using the Real-
Time Specification for Java, we have implemented a new pointer
analysis algorithm.

The data flow analysis uses the intermediate code representation
used by the JamaicaVM [18] static Java compiler. This intermediate
code is generated from the Java byte code. Single instructions are
more fine-grain than bytecodes, e.g., an array element access is
split into four independent instructions that check the array fornull,
obtain the array length, check the index value and finally read the
array element. This intermediate representation replacesthe Java
stack and the local variables used in the bytecode by using the static
single assignment form [4, 23] instead. The static single assignment
form simplifies the local data flow analysis in a single methodsince
the data flow between intermediate commands is explicit.

During the data flow analysis, two sets are determined: the set
of invocations (called methods with their context) and the set refer-
ence values for each reference field and reference array’s elements.
The analysis runs iteratively starting with themain function of the
application1. The data flow for all invocations is analysed in each
iteration. During the analysis, new values are added to the value
sets of fields and array elements and new methods that are found
to be called are added to the set of called methods. The algorithm
terminates when these sets remained constant during one iteration.

Reference values are identified by the class of the object they
represent together with context information. This contextinforma-

1 the analysis actually starts with the virtual machine initialisation code
that is called before themainmethod. For JamaicaVM, this means that an
internal constructor ofThreadand the static initialiser of classSystemis
also initially added to the set of invocations

tion is crucial: if it is too detailed, the number of values explodes
and the analysis becomes infeasible, while too little context infor-
mation results in a bad analysis that finds more “false positives”,
i.e., potential errors that actually cannot occur at run-time.

The context information of the Jamaica data flow analysis con-
sists of the allocation site, the thread that performed the allocation,
the current memory area in use, the set of locks held and a formof
object context as proposed by Milanova et. al [20].

This analysis also distinguishes object initialisation and object
use which significantly improves the analysis accuracy for ob-
ject oriented applications. Specific properties such as singleton in-
stances and embedded instances are also detected to furtherim-
prove analysis accuracy.

To reduce the analysis effort, the analysis is split into major and
minor iterations. A major iteration analyses all calls in the set of
called methods. For the minor iterations, the called methods are
placed into separate age groups. If the analysis of a call causes
the call or value set to grow, the next iteration is restricted to
the methods in the same or younger age groups. This means that
repeated analysis of invocations that had now effect on the analysis
results are avoided in minor iterations.

Figure 2 shows the output of the analysis on a HelloWorld
application. Even though a HelloWorld is very small, the analysis
has to analyse all the code that is executed during startup ofthe
virtual machine, which leads to a total of 341 methods that inthis
case. Each line that is printed by the analysis shows the state after
one major iteration. The analysis stabilises after 8 major iterations,
while at most 27 minor iterations where needed (in major iteration
#3).

During the analysis, 2332 invocations where found for 341
methods, i.e., there are 2332 different calling contexts even though
there are only 341 different methods that may be called. 302 differ-
ent reference values where detected and 847 different sets of these
values were created to store the values of variables. The total anal-
ysis time was less than 12 seconds.

4. HIJA SAFETY-CRITICAL-JAVA PROFILE
The pointer analysis is intended for the verification of the cor-
rectness of safety-critical Java applications using the safety-critical
profile defined by the HIJA project. This profile is a severe restric-
tion of the Java libraries, while it has only minor limitations with
respect to the use of the Java language. The analysis was driven by
the requirements to analyse applications written according to the
profile, but the analysis is not restricted to any subset of Java.

4.1 HIJA Project Overview

The HIJA project [16] started in June 2004 to define Java profiles
for critical systems and to implement tools for the requiredverifi-
cation of Java applications developed for these profiles. There are
12 partners in the HIJA consortium: aicas, Aonix, Bellstream, Fiat
Research Centre, FZI Karlsruhe, Thales-Avionics, TelecomItalia,
The Open Group, Trialog, the University of Karlsruhe, the Univer-
sity Polytechnic of Madrid, and the University of York,

For the verification of the correctness of applications written
using the defined profiles, several static analysis tools aredevel-
oped within the project. One of these tools is the program-wide
pointer analysis presented in this paper. It is used to provethe non-
functional correctness of the applications.

Based on the features of the Realtime Specification for Java
(RTSJ) [9], a safety-critical profile is defined by HIJA. Thispro-
file provides a restricted subset with the aim to permit certification
up the DO178B level A [1]. For less critical application domains,
business-critical and flexible dynamic systems, less restrictive pro-
files are also defined as supersets of the safety critical profile. The
aspects covered by the profile address the supported thread model,



>jamai
a -dfa HelloWorldJamai
a Builder Tool 2.9 Release 5DFA ITERATION 1.1.1 CALLS: 490 methods: 183 time: 2s mem: 67MBDFA ITERATION 1.2.15 CALLS: 1215 methods: 251 time: 4s mem: 70MBDFA ITERATION 1.3.27 CALLS: 2014 methods: 287 time: 7s mem: 73MBDFA ITERATION 1.4.3 CALLS: 2206 methods: 323 time: 8s mem: 80MBDFA ITERATION 1.5.9 CALLS: 2332 methods: 341 time: 9s mem: 82MBDFA ITERATION 1.6.4 CALLS: 2332 methods: 341 time: 10s mem: 86MBDFA ITERATION 1.7.1 CALLS: 2332 methods: 341 time: 11s mem: 89MBDFA ITERATION 1.8.1 CALLS: 2332 methods: 341 time: 11s mem: 92MBDFA DONE: 11583ms TRACED 302 VALUES, 847 VALUE SETS and 2332 INVOCATIONS.
Figure 2. Example run of the data flow analysis on a HelloWorld application.

synchronisation mechanism, memory model and annotations that
permit tools to perform correctness verification. In parallel, formal
verification tools are developed to proof the functional andnon-
functional (resource use, etc.) correctness of an application.

Safety-Critical systems as defined in DO178B [1] are software
systems that are vital in a way such that anomalous behaviour
would cause or contribute to a failure of system function result-
ing in a catastrophic failure condition for an aircraft. To ensure the
correctness of a safety-critical software system, stringent verifica-
tion techniques need to be applied that proof the absence of error
conditions.

For Ada, the Ravenscar profile [11] provides a language for
safety-critical applications that is powerful enough while remaining
analysable. A corresponding profile is required for the use of Java
in this area.

To ensure the correctness of a safety-critical software system,
stringent verification techniques need to be applied that proof the
absence of error conditions.

Dynamic features such as dynamic memory management or
even garbage collection or dynamic code loading are not techniques
that currently can be verified in a way that would be accepted by
certification authorities. For realtime Java to be applicable in such
a system, a very stringent subset of the features available in Java,
the standard libraries and the RTSJ extensions is required.

Since the early versions of the RTSJ are available, work on
defining subsets for the use in safety-critical systems has been
performed. Of important influence to the HIJA project is the profile
defined by Puschner and Wellings [22] and the Assessment of Java
for High Integrity Systems by Kwon et al [19].

4.2 The Safety-Critical Profile

The HIJA safety-critical Java profile poses severe restrictions on
the Java programs developed according to the profile. There is no
provision for garbage collection in the the profile. The execution is
split into two distinct phases: an initialisation phase anda mission
phase. During the mission phase dynamic loading, thread creation
and object allocation in non-local memory areas is not permitted.
Instead, local memory areas for each task are used for allocation
of temporary objects in the mission phase. Annotations are used
to document which methods or classes are safe to be used in the
mission phase.

4.2.1 Memory Management

No garbage collection is used in the safety-critical profile. In RTSJ
terms, this means that no allocation in heap memory will be per-
formed, since the heap is under the control of the garbage collector.
Instead, all memory allocation will use either immortal memory,
which is never reclaimed, or scoped memory, which provides asafe
region-based memory management.

Since memory allocated in immortal memory will never be
reclaimed, repeated dynamic allocation in this memory areawill
eventually cause the system to run out of available memory. There-
fore, allocation in immortal memory is restricted to the initialisa-
tion phase. All objects that need to be shared by different schedu-
lable objects need to be allocated statically in immortal memory
in the initialisation phase. Once the mission phase has started, the
amount of immortal memory that is used will remain constant,there
is no possibility to obtain an out of memory error due to allocation
in immortal memory during the mission phase.

However, the allocation of temporary objects during the mission
phase cannot be prohibited without sacrificing the object-oriented
programming style that is encouraged by Java. To provide a safe
means of allocation of temporary objects by period threads and
event handlers during the mission phase, each of these schedula-
ble objects has its own scoped memory region. No other scoped
memory regions may be used, i.e., nesting of scoped memory re-
gions is not permitted. The assignment rules for scoped memory
regions in the RTSJ then automatically ensure that these temporary
objects may not be shared between different schedulable objects.

The scopes will be entered automatically on each release of a
schedulable object, and exited after the execution of the schedula-
ble object returns for this release. This ensures that all temporary
objects allocated during one release will be reclaimed before the
next release. Since the scopes are local to each schedulableobject,
the allocation of temporary objects in one task is not affected by
the allocation in any other task. Any allocation-related errors in
one schedulable object, such as uncontrolled allocation ormemory
leaks, may not affect any other schedulable object.

With this memory model, what remains to be checked by static
analysis is that no assignment errors may occur at runtime. An
assignment error occurs whenever a reference that is allocated in
scoped memory is assigned to a static variable or to an objectthat is
allocated in a memory area that may have a longer life-span, such
as heap, immortal or a surrounding scoped memory. Since heap
memory is not used in the profile and nesting of scoped memory is
not possible, all the static analysis has to show is that there are no
assignments of temporary objects into static variables or objects in
immortal memory.

To avoid running out of memory within scoped memory and the
runtime stack that is local to one schedulable object, it is further-
more required to perform a worst-case heap and stack use analysis
for each schedulable object. This analysis can be performedlocally
to one schedulable object, it is simplified significantly compared to
the full RTSJ.



1: Obje
t[℄ a = new Obje
t[10℄;2: String[℄ b = new String[10℄;3:4: a[0℄ = "A String"; // ok5: a[1℄ = new Integer(3); // ok6: a = b; // ok7: a[2℄ = "Another String" // ok8: a[3℄ = new Integer(3); // error!
Figure 3. Illustration of array store runtime error.

5. APPLICATION OF POINTER ANALYSIS
RESULTS

There are four aspects the pointer analysis results are usedfor:
The absence of runtime exceptions such as null pointer uses and
illegal casts, the correctness of synchronisation, the correctness of
the region-based memory management available in the RTSJ and
the determination of worst-case memory allocation and worst-case
stack use.

5.1 Runtime Error Detection

5.1.1 Absence of null pointer uses

Making null a special value for references that is traced by the
data flow analysis permits also to proof the absence of null pointer
uses. The detection of a potential presence of a null pointeruse is
straightforward: At any point in the program that dereferences a
pointer, if thenull value is part of the value set of the dereferenced
variable, there is a potential null pointer use.

Since all instance and static reference fields in Java are ini-
tialised with thenull value, for a useful null pointer use analysis
it is essential that the presence of initialisation code that overwrites
this null value is detected reliably.

5.1.2 Absence of type cast errors

A type cast in Java performs a runtime check that ensures thatthe
casted reference is assignable to the target type. If this isnot the
case, aClassCastExceptionis thrown.

The availability of the exact value sets permits the detection of
potential class cast exception. At every cast of a variablev to a type
T, it can be checked that all values thatv may hold are assignable
to T. If this is not the case, the cast cannot be proven not to cause
an exception.

5.1.3 Absence of array store errors

Java permits the assignment of reference arrays to array variables
of a more general element type. To ensure that storing an element
in an array does not store a value of an incompatible element type
into an array of a more specific element type, a runtime check is
performed on every array store. Figure 3 illustrates a code sequence
that causes such a runtime check to fail.

With the availability of complete value sets of all variables, it
is now possible for each array store to check if all possibly stored
values are assignable to all possible target array element types. If
this is the case, no array store error may occur at runtime, else the
assignment is a potential error.

5.2 Correctness of region-based memory management

To be able to verify the correctness of assignments of objects
allocated in scoped memory and the absence of scope cycles, the
context information for invocations and types is extended by the
current allocation context. This allocation context is identified by

the corresponding memory area instance. On a call toenter of
a memory area, the context is set to that memory area for the
invocation ofrun method that executes in this area.

5.2.1 Absence of cycles between scopes

Verification of the absence of scope cycles is performed by record-
ing a ordering relation whenever a scoped memory area is entered
in a context that uses another scoped memory area as a surround-
ing allocation context. Whenever a new relation is added to this
order, it is checked that this new relation will still respect the single
parent rule defined by the RTSJ. If this is not the case, a possible
ScopedCycleExceptionwill be reported.

5.2.2 Verifying assignments

The value that represents an allocated object includes the memory
area context of the invocation that allocates the object. This infor-
mation can then be used to check for all reference stores if anIl-
legalAssignmentErrormight occur during runtime. If the assigned
reference in the store might be allocated in a memory area that is
not equal to or a parent of the target of the store, then a possible
IllegalAssignmentErrorwill be reported by the analysis.

When applying the analysis to the example from figure 4, the
illegal assignment is detected reliably. Figure?? shows the output
of the data flow analysis tool when run on this example. The
first line of the output is a summary of the problem: There is a
potential illegal assignment to an array at line 530 in classVector(at
bytecode number 48). The following two lines show the assignment
that causes the problem: the target of the assignment is the array
allocated in classVectorat line 148, while the assigned value is the
reference to the byte array allocate in line 28 of Test.java which
is stored in the scoped memoryLTMemorycreated in line 7 of
Test.java, which is the scoped memorys2.

Lines 4 through 10 give the context information for the failing
assignment instruction. The context is the methodVector.addElement
with the allocation context being theLTMemorycreated in Test.java
in line 7, which iss2. Line 5 shows the current thread, which is the
RealtimeThread created in Test.java in line 11. Line 6 and 7 show
the potential values passed to this routine.

Finally, to guide the user to the source of the problem, lines9
through 17 show an example of call chain that leads to the problem.
Here, we can see that the call toVector.addin line 30 of Test.java
is on the call chain.

Since the call chain is not used as context information by the
analysis, since this would lead to an explosion in the numberof
invocations, it is possible that several different call chains lead
to the same invocation. This is why for each invocation only one
example call chain is shown.

5.3 Worst-case memory usage

The accurate invocation graph that is a result of the presented
analysis can be used for automatic analysis of worst-case memory
demand of the threads that are part of one application. For this,
a traversal of the invocation graph and summing of the memory
demand of each invocation results in the total memory demandof
each method.

For this analysis, however, additional constraint information on
maximum recursion depths, maximum loop counts, and maximum
sizes of allocated arrays is required. This information is not avail-
able from the pointer analysis. Instead, we use additional tools that
permit annotations in the source code or in separate files to provide
these constraints. The correctness of these annotations needs to be
verified. Within the HIJA project [16], we are investigatingthe use
of formal verification based on the KeY verifier [3] for this.



1: POTENTIALLY ILLEGAL ASSIGNEMT: to array at java/util/Ve
tor.java:530[48℄2: java/lang/Obje
t[℄[ONEINSTANCE℄:5846:5811:1830 (Ve
tor.java:148[18℄)3: <== byte[℄:5994:5814:1830 (Test.java:28[34℄){IN: javax/realtime/LTMemory[SINGLETON℄:1357 (Test.java:7[13℄)}4: IN METHOD method java/util/Ve
tor.addElement(Ljava/lang/Obje
t;)V[MemoryArea: javax/realtime/LTMemory[SINGLETON℄:1357 (Test.java:7[13℄)℄5: in thread: javax/realtime/RealtimeThread:1829 (Test.java:11[0℄)6: (arg[0℄ : java/util/Ve
tor:5811:1830 (Test.java:17[0℄),7: arg[1℄ : byte[℄:5994:5814:1830 (Test.java:28[34℄){IN: javax/realtime/LTMemory[SINGLETON℄:1357 (Test.java:7[13℄)})8:9: 1: method java/util/Ve
tor.addElement(Ljava/lang/Obje
t;)V (Ve
tor.java:530)10: 2: method java/util/Ve
tor.add(Ljava/lang/Obje
t;)Z (Ve
tor.java:680)11: 3: method Test$1.run()V (Test.java:30)12: 4: method javax/realtime/MemoryArea.enter(Ljava/lang/Runnable;Z)V (MemoryArea.java:1126)13: 5: method javax/realtime/MemoryArea.enter(Ljava/lang/Runnable;)V (MemoryArea.java:1092)14: 6: method javax/realtime/S
opedMemory.enter(Ljava/lang/Runnable;)V (S
opedMemory.java:274)15: 7: method Test.run()V (Test.java:21)16: 8: method javax/realtime/RealtimeThread$Logi
.run()V (RealtimeThread.java:192)17: 9: method java/lang/Thread.go()V (Thread.java:1153)
Figure 4. Detailed output of the data flow analysis when run on the example from figure 4.

5.3.1 Worst-case heap memory use

For the worst case heap use, the amount of allocation needs to
be summed up recursively starting from the main method of each
thread. Amounts of allocations performed within loops needto be
multiplied by the maximum loop count and allocations in recursive
methods can be determined by multiplying the maximum recursion
depth with the allocation performed within one recursive cycle.

5.3.2 Worst-case stack use

The maximum stack use can be determined by an algorithm similar
to the worst-case heap use, only that stack use does not need to be
summed up for different calls that originate in the same method, but
it is sufficient to use the maximum stack use of all called methods.
Also, the stack use is independent of loop counts, but it strongly
depends on maximum recursion depths such that the stack use in
a recursive method is the product of the stack use in one recursive
cycle and the maximum recursion depth.

5.3.3 First experience

First experience with worst-case memory use determinationshow
that the number of additional constraints that are requiredis lim-
ited such that this information can be provided manually even for
moderately complex applications. The analysis itself is fast enough
even for larger applications.

6. CODING GUIDELINES
The data flow analysis is a purely static analysis that may follow
data flow through the application, but that cannot detect anyseman-
tic relations between variables or objects. These limitations may
result in false positives, i.e., potential errors that are flagged by the
analysis, but that may actually never occur during runtime when
the semantics of the application is understood. However, the anal-
ysis will never provide any false negatives, i.e., if the analysis does
not report a certain runtime error at a specific location of the appli-
cation, then it has been proven that this runtime error cannot occur.

A number of coding guidelines can help to produce application
that are easier to analyse. This chapter tries to provide such guide-
lines to improve the analysis results.

6.1 Use simple Initialiser to set static fields early

Static fields are often used to hold references to a constant object or
structure. Often, the initial null value of such a field is overwritten
by a non-null value during execution of the static initialiser, such
that noNullPointerExceptionmay occur on any later uses of such
a field. Unfortunately, Java permits to access uninitialised static
fields, even if they are marked final. The following example illus-
trates this:1: publi
 
lass test1 // bad stati
 field init.2: {3: stati
 final Obje
t a = new test1(false);4: stati
 final String msg = new String("hello");5:6: test1(boolean printMsg)7: {8: if (printMsg)9: {10: System.out.println(msg.toString());11: }12: }13: }

Here, the DFA cannot detect that the access tomsgin method
static_testwill not be executed when this constructor is called from
the static initialiser, so a false positive potentialNullPointerExcep-
tion will be flagged in line 10.

Basically, for the analysis to detect initial field values correctly,
static initialisers should

• initialise static fields directly at their declaration
• not contain static statement sequences
• not contain any calls to methods that may access the static fields

that are being initialised
• initialise static fields before any more complex initialisation

code is executed

A better example for how to achieve the same effect as in the
above code is given here:1: publi
 
lass test2 // better stati
 field init2: {3: stati
 final String msg = new String("hello");4: stati
 final Obje
t a = new test2();



5:6: private test2()7: {8: }9:10: test2(boolean printMsg)11: {12: if (printMsg)13: {14: System.out.println(msg.toString());15: }16: }17: }
In this second example, a different constructor that does not

access any static fields is used, and this constructor is called only
after all other static fields were initialised.

6.2 Use separate classes for constant values

To go one step further, the analysis improves if simple static fields
are not initialised in a class with a complex static initialiser at all.
If these fields are instead moved into a very simple separate class,
it is easier for the analysis to show that these fields are actually
initialised on their first use. The following code shows how this
could be done in the example from test1 above:1: publi
 
lass test3 // good stati
 field init2: {3: stati
 final Obje
t a = new test3(false);4:5: stati
 
lass Messages6: {7: stati
 final String msg = new String("hello");8: }910: test3(boolean printMsg)11: {12: if (printMsg)13: {14: System.out.println(Messages.msg.toString());15: }16: }17: }
6.3 Initialise instance fields early

The initialisation of instance fields is an issue that is verysimilar
to that of static fields: Simple, linear assignments of initial values
are simple to analyse, while a complex initialisation causethat
contains paths that may access uninitialised fields makes itdifficult
for the analysis to proof that a field is actually initialised. Again,
even using the keyword final for fields that cannot be assignedafter
initialisation does not help in all cases since even final instance
fields can be accessed by tricky before they are initialised.The
following code illustrates how a control flow that accesses such a
field leads to a false positiveNullPointerException:1: publi
 
lass test4 // bad instan
e field init2: {3: final Obje
t a = f(false);4: final String msg = new String("hello");5:6: Obje
t f(boolean printMsg)7: {8: if (printMsg)9: {10: System.out.println(msg.toString());11: }12: return this;13: }14: }

Basically, for the analysis to detect initial field values correctly,
constructors should

• initialise fields directly at their declaration
• not contain statement sequences intertwined with field declara-

tions
• not contain any calls to methods that may access the fields that

are being initialised
• initialise instance fields before any more complex initialisation

code is executed

A better example for how to achieve the same effect as in the
above code is given here:1: publi
 
lass test5 // good instan
e field init2: {3: final String msg = new String("hello");4: final Obje
t a = f(f);5:6: Obje
t f()7: {8: return this;9: }10:11: Obje
t f(boolean printMsg)12: {13: if (printMsg)14: {15: System.out.println(msg.toString());16: }17: return this;18: }19: }
6.4 Use local variables for null checks

A very common code sequence that usually avoids aNullPoint-
erExceptionfor an instance method call is illustrated here:1: if (ref != null)2: {3: ref.f();4: }

The same pattern is used to avoidNullPointerExceptionon
accesses to instance fields:1: if (ref != null)2: {3: ref.field1 = ref.field2;4: }

Unfortunately, this code pattern works only if the reference
valueref is in a local variable. Ifref is a static or an instance field,
a concurrent thread may overwrite the value between the nullcheck
and the dereferencing of the field. For this reason, the DFA analysis
also cannot assume that the value of the field is non-null within
the body of the if-statement in this case and it will flag a potential
NullPointerException.

The solution to obtain code that is both safe ofNullPointerEx-
ceptionsand that can be analysed by the DFA not to cause such
an exception can use a local variable. Local variables in Java may
never be modified by other threads. The modified code for an in-
stance method call is1: Type lo
alref = ref;2: if (lo
alref != null)3: {4: lo
alref.f();5: }

The corresponding code for an instance field access is



1: Type lo
alref = ref;2: if (lo
alref != null)3: {4: lo
alref.field1 = lo
alref.field2;5: }
This use of a local variable does not only improve the analysabil-

ity of the code, but it also makes it more robust: Even if a parallel
thread may change the field value, it may not provoke aNullPoint-
erExceptionhere.

6.5 Use local variables for instanceof checks

A similar code pattern as for null checks is often employed for type
casts:1: if (ref instan
eof NewType)2: {3: .. ((NewType) ref) ..;4: }

Unfortunately, also this code pattern works only if the reference
valueref is a local variable. Ifref is a static or an instance field, a
concurrent thread may overwrite the value between the instanceof
check and the type cast. For this reason, the DFA analysis also
cannot assume that the value of the field is of the desired typewithin
the body of the if-statement in this case and it will flag a potential
ClassCastException.

The solution to obtain code that is both safe ofClassCastEx-
ceptions and that can be analysed by the DFA not to cause such
an exception can use a local variable. Local variables in Java may
never be modified by other threads. The modified code for an in-
stance method call is1: Type lo
alref = ref;2: if (lo
alref instan
eof NewType)3: {4: .. ((NewType) lo
alref) ..;5: }

This use of a local variable does not only improve the analysabil-
ity of the code, but it also makes it more robust: Even if a parallel
thread may change the field value, it may not provoke aClassCas-
tExceptionhere.

6.6 Avoid casts that depend on semantic information

Since semantic information is not available to the analysis, it cannot
automatically prove the absence of runtime errors that require this
semantic information. The following code sequence illustrates this
problem:1: publi
 
lass semanti
_info2: {3: publi
 void do()4: {5: Obje
t transa
tion;6: Obje
t data;7:8: if (pay)9: {10: transa
tion = new Payment();11: data = new Amount();12: }13: else if (
lose)14: {15: transa
tion = new CloseA

ount();16: data = new Reason(message);17: }18:19: handle(transa
tion,data);20: }

21:22: void handle(Obje
t transa
tion, Obje
t data)23: {24: if (transa
tion instan
eof Payment)25: {26: ((Payment)transa
tion).pay((Amount)data);27: }28: else if (transa
tion instan
eof CloseA

ount)29: {30: ((CloasA

ount)transation).
lose((Reason)data);31: }32: }33: }
One might argue that this kind of code is bad object-oriented

programming style. A solution that is better style and easier to
analyse would avoid the casts by using more classes:1: interfa
e Transa
tion2: {3: abstra
t void handle();4: }5: 
lass PayTrans extends Payment6: implements Transa
tion7: {8: Amount amount;9: publi
 void handle()10: {11: pay(amount);12: }13: }14: 
lass CloseTrans extends CloseA

ount15: implements Transa
tion16: {17: Reason reason;18: publi
 void handle()19: {20: 
lose(reason);21: }22: }23:24: publi
 
lass semanti
_info225: {26: publi
 stati
 void main(String[℄ args)27: {28: Transa
tion trans;29: if (pay)30: {31: trans = new PayTrans();32: trans.amount = new Amount();33: }34: else if (
lose)35: {36: trans = new CloseTrans();37: trans.reason = new Reason(message);38: }39:40: trans.handle();41: }42: }

This case illustrates how the DFA analysis can actually force a
better object-oriented design, since this better design permits the
automatic proof that runtime errors are absent.

7. RELATED WORK
Research on pointer analysis algorithms has been performedsince
over 25 years [17, 25]. Among the list of open issues that where
identified by Michael Hind [17] are scalability, precision of re-
sults, addressing client’s needs and the support for Java and object-
oriented languages.



Efficient points-to analysis that scales well to real-worldap-
plications where originally restricted to context-insensitive and
flow-insensitive analysis. Steensgard provided the first context-
insensitive and scalable implementation [26]. More recently, context-
sensitive points-to analysis that scales well to large C applications
has been presented by Fähndrich et al [13, 12], however, these
approaches are either flow-insensitive or unification based. Unifi-
cation based algorithms regard assignments as bidirectional such
that the source and target variable of an assignment has the same
value set, which leads to significantly reduced precision compared
to the inclusion based approach that is presented here. Furthermore,
these earlier approaches differ from the presented approach since
they are not field-independent, while the approach presented here
maintains separate value sets for each field.

Recent work on the use of Binary Decision Diagrams (BDDs)
has shown that the application of BDDs can enable the context-
sensitive analysis that would otherwise be intractable dueto an ex-
ponential growth in the size of the invocation set [7, 29, 30]. Wha-
ley and Lam have achieved a fast alias analysis by cloning meth-
ods for every context of interest for the analysis such that context-
insensitive analysis over the cloned methods can be used instead of
a context-sensitive one. They used BDDs for the representation of
invocations and showed that this can result in an efficient analysis
[29]. Their approach has permitted the analysis of real world Java
applications.

Zhu and Calman [30] use BDDs for a symbolic representation
of the invocation graph and a symbolic transfer function to rep-
resent the effect of a routine. They show that their approachcan
reduce the exponential analysis effort for context-sensitive analysis
to be almost as fast as a corresponding context-insensitiveanalysis.

The use of BDDs for the representation of invocation graphs and
transfer functions is a technology that is orthogonal to theideas
presented in this paper. It can be expected that similar mappings
to binary functions can be found for the suggested approach such
that the use of BDDs may reduce the analysis effort. Of course, the
use of BDDs does not avoid the potentially exponential spaceand
time requirements since the efficiency of BDDs strongly depends
on finding a good ordering of binary variables.

Rountev et al [24] have extended Andersen’s [5] context-
insensitive analysis for C for the use with Java. Their analysis
is context- and flow-insensitive. It usesconstraintandfield annota-
tionsto accurately handle virtual method calls and trace the flow of
values through different fields. Furthermore, analysis is restricted
to potentially called methods. The implementation presented in this
paper uses similar techniques to accurately trace virtual calls and
fields. An object-sensitive points-to analysis for Java waspresented
by Milanova et. al [20].

The use of static analysis for the verification of safety-critical
applications or the use of the Real-Time Specification for Java is
proposed by some recent publications. Blanchet et al [8] present
a static analyzer for the formal verification of safety properties in
large safety-critical C applications. They use an abstractinterpre-
tation approach that is not limited to heap analysis but thatcovers
the arithmetic domain as well. Their analyzer detects potential “fa-
tal errors” such as out-of-bounds array accesses that wouldhave an
undefined result. The approach covers error conditions thatcannot
be handled by the approach presented here since arithmetic values
are not analyzed here. However, their approach is not adapted to the
analysis of object-oriented code with complex heap structures, so
a combination of these approaches may result in a more complete
analysis of safety features of an application.

The correctness of region based memory management in the
RTSJ can be ensured by the use of an extended static type sys-
tem based on ownership types as proposed by Boyapati et al [10].
Unlike the approach presented here, additional annotations to the

source code are required. Salagnac et al [14] propose the useof
escape analysis for region-based memory management to automat-
ically determine life-spans of objects and therefore be able to use
RTSJ memory areas for the allocation of these objects.

A different approach to avoid runtime errors in region based
mememory management are Scoped Types presented by Andreae et
al. [6]. In this approach, types are related to scopes by annotations
such that it can be statically that no assignments between instances
in different scopes are made by checking that the types of these
instances are associated to the same scopes.

8. CONCLUSION
The presented pointer analysis permits the proof of absenceof
pointer related errors such as null pointer use and illegal casts, but
also errors related to the use of region based memory management
using the mechanisms available in the Real-Time Specification for
Java. The analysis serves as a basis for worst-case memory use
analysis enabling static analysis to avoid resource related runtime
errors. This is of particular interest for safety-criticalcode that
needs to be certified.

It has been shown that this approach scales well to medium
size real-world applications and can prove the correctnessof a
high percentage of statements that are potential sources ofruntime
errors. It can be expected that, using simple coding guidelines, this
result can still be improved significantly.

Future work needs to focus on the development of coding guide-
lines that ensure a more accurate analysis and that avoid certain ob-
vious problems. Also, enhancements in the analysis accuracy may
be achieved by recording additional information such as theset of
threads that modify a field.

An extension of the analysis to determine the value sets of non-
reference variables such as booleans may further help to improve
the accuracy of the analysis. Analysing non-references as well will,
e.g., help to exclude code that is de-activated by a boolean variable
that is alwaysfalse.
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