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aicas News

News for Software Developers of Critical Applications

Editorial

Dear Reader,

| am happy to announce that
we, the aicas team, celebrate
our fifth anniversary. Though
work on the JamaicaVM started
long before aicas was officially
established, we have been sup-
plying the embedded and real-
time systems industry with Java
technology and consulting for
five years.

Much has changed in
this time, both in the
Market and in
our products. In
2001, the accep-

tance of
Java in embedded systems, es-
pecially for realtime systems, was
limited to early adopters. Now
there is much broader interest in
Java for embedded applications
of all kinds.

Certainly advances in products
have contributed to rising inter-
est. The JamaicaVM itself has
come a long way. Support for
an ever larger set of packages is
being added. For example, bo-
sic graphics came in 2004. Now
the JamaicaVM brings much of
J2SE to realtime and embedded
applications and we will contin-
ue to offer more in the future.

Sincerely,
Dr. James J. Hunt, CEO
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Anniversary Issue 2006

aicas Celebrates its Fifth Birthday

Providing realtime Java technology for embedded systems

The aicas tfeam marks five years in
business. The JamaicaVM has been
available as a commercially sup-
ported product for five years as well.
Much has happened in this time.

May 2001 saw the founding of aicas
GmbH. At the beginning, there

were

four partners: Andy Walter,
Fridfjof Siebert, G6tz M. Fluck, and
James J. Hunt; and one product, the
JamaicaVM. From the beginning,
the principle advantage was real-
time garbage collection. This basic
technology was the brainchild of Dr.
Siebert which earned him the 2003
BMW Scientific Award.

In the fall of 2001, cicas presented
for the first fime at the SPS/IPC/Drives
trade fair in NUrnberg. The following
spring, we exhibited at the Embed-
ded Systems in Nurnberg, published
the first aicas news, and moved into
our office in the Hoepfner castle.

2002 also brought HIDOORS, aicas’
first EU project. Lead by Dr. Hunt and
running for 33 months, the project
supported the rapid, continued de-
velopment of the JamaicaVM en-

abling the aicas feam to implement
the Real-Time Specification for Ja-
va (RTSJ) and improve the compiler
and runtfime system. HIDOORS was
successfully completed in 2004.

2003 saw rapid expansion: Peter
Marggrander joined aicas as CFO
that spring; EADS Astrium joined
forces with qicas to produce the
AERO-VM, a version of the Jamai-
caVM for satellites; RTSJ support was
completed; and the first English ver-
sion of the aicas news appeared.

2004 was a great leap forward. With
the support of basic AWT function-
ality and third party libraries, the Ja-
maicaVM could support complex
graphic applications for the first time
and Siemens began using the Ja-
maicaVM in ifs Simotion product
lines. Midyear also saw the start of
the HIJA project.

Expansion confinued in 2005. The
year started with the founding of
an independent firm, aicas incor-
porated, to support the US market.
This, along with the development on
Swing and debugging, has lead to
continuing success for 2006.

The JamaicaVM is now used by
many Industrial automation firms,
such as SICK, Saurer, and Multivac
and has flown in the EADS Barracu-
da and will fly with Boeing.

The JamaicaVM takes to the air!

The UAV Barracuda flew successful-
ly in May using soffware written in
Java running on the JamaicaVM.
The flight demonstrated that Ja-

va can be used in aircraft soffware.
Realtime garbage collection along
with the RTSJ enables designers to
take full advantage of Java fea-
tures without giving up realtime re-
sponse.

Boeing selects the JamaicaVM

Barracuda is not the only in flight
system to use the JamaicaVM.
Boeing has selected the Jamai-
vaVM for use in the 787 Dreamlin-
er. The JamaicaVM helps Boeing
meet its development goals on
time. A prototype already runs with
the JamaicaVM on VxWorks 6. The
plane’s maiden flight is scheduled
for 2007 with first delivery in 2008.

VxWorks 6.3 with RTP support

The JamaicaVM version 3.0 sup-
ports the latest VxWorks release
from Wind River for both Kernel Pro-
cesses and Real Time Processes.
RTPs provide memory protection
between applications and better
resource cleanup. For Java appli-
cations, the only difference is how
RawMemory access is configured.
All Java programs run unchanged.

7 dicas

recitinmee



aicas news | Anniversary Issue 2006

Reliable Runtime Error Detection in Java Applications

Using Resource Analysis to Investigating Data, Memory, and Thread interactions.

Introduction

The enormous success of Java
technology is due to its many ad-
vantages over other popular pro-
gramming languages. Strong
typing, automatic memory deal-
location through garbage collec-
tion, support for object oriented
programming, and a large library
of standard classes increase pro-
grammer productivity and reduce
programming errors. Even critical
applications, as in automotive or
aerospace control, can profit from
these advantages. Still, good tools
can increase productivity and re-
duce errors further. Java's well de-
fined syntax and semantics along
with reflection and a common in-
termediate bytecode format sim-
plify building such tools. Interesting
resource and correctness analysis
of Java applications can be done
both at the source code level and
at the byte code level; though the
focus here is byte code analysis.

Eliminating Runtime Errors

The aicas feam has developed a
data flow analysis (DFA) tool to help
programmers find and remove run-
tfime errors. By using object context
information, DFA produces results
that can be used to catch a num-
ber of errors that are impervious to
local analysis. Its output provides in-
formation for pinpointing and cor-
recting data dependent errors.

Null pointer error detection

ice 1=
i device instanceof MyDevicey device = null
MySensor s = (sor) devige.gensor;

ClassCastException

int value = eading () ;

NullPointerException

Figure 1a: Successful instanceof implies
that variable device is not null. ...

Dereferencing of null values is a fre-
quent error in Java code. Mark-
ing null as a special reference val-
ue for tfracing during DFA enables
the detection of dereferences of
null. At any point in the program
where a value is dereferenced,
when the null value is in the val-

ue set of the variable, there is a po-
tential null pointer use. Since all in-
stance and static reference fields in

Java are initialized with the null val-
ue, the analysis must reliably detect
initialization code that overwrites
this null value. Given this, the analy-
sis can prove the absence of throws
of NullPointerException.

Type cast error detection
Catching type cast errors are done
in as similar manner. Java per-
forms a runtime check to ensure
that a casted reference is assign-
able to the target type. If this is not
the case, a ClassCastException is
thrown. Having exact value sets
enables the detection of potential
class cast exceptions. At every cast
of avariable vto atype T, DFA can
check that all values that v may
hold are assignable to T. When this
the case, the cast is proven to be
always valid.

Array siore error detection

Java permits the assignment of ref-
erence arrays to array variables of
a more general element type. To
ensure that storing an element in
an array does not store a value of
an incompatible element type in-
to an array of a more specific el-
ement type, a runfime check is
performed on each array store.
Having complete value sets makes
it possible for each array store to
check that all possibly stored values
are assignable to all possible tar-
get array element types. When this
is the case, no array store error may
occur af runtime; otherwise the as-
signment is a potential error.

Threading error detection
Threading is a powerful feature of
Java, but it also provides scope for
errors that C and C++ programmers
seldom think about: unprotected
data sharing and deadlocks. To
ensure that data accessible from
more than one thread is not cor-
rupted, the data must be protect-
ed by a lock (synchronize clause or
method in Java). Failure to do this
can result in difficult to find errors.
On the other hand, when more
than one resource is locked simul-
taneously by a thread, then dead-
locks can also occur. To avoid
deadlocks due to this resource
contfention, the programmer must
ensure that all locks are taken in
the same order by all threads and
released in the reverse order. DFA

finds these errors by examining the
thread context of all accesser to
each object in the program.

Correct use of memory areas
The Real-Time Specification for Ja-
va (RTSJ) adds facilities deallocat-
ing memory explicitly; however, im-
proper use of ScopedMemory in
particular can lead to runtime er-
rors. DFA detects both scope cy-
cles and improper object assign-
ment errors.

values(MyDevice.sensor)
contains only MySensor

if (device instanceof MyDevice)
{
MySensor s = (

int value = eading () ;

NullPointerException

.

Figure 1b: ... Cast always succeeds since
MyDevice only contain MySensor. ...

Scope Cycle Error detection
Verification of legal scope entry is
performed by recording the parent
scope whenever a scoped memo-
ry area is entered. The parent must
match any previously set parent

to ensure that it respects the single
parent rule. If this is not the case,

a possible ScopedCycleException
will be reported.

Assignment error detection
Checking assignments in scoped
memory is a bit more involved. The
value representing an allocated
object includes the memory area
context of the invocation that al-
located it. This information is then
used to check all assignments for
possible reference errors. When
the assigned reference in the store
might be allocated in a memory
area that is not equal to or an an-
cestor of the target of the store a
possible lllegalAssignmentErroris re-
ported by the analysis.

How Data Flow Analysis Works

During execution, aicas” DFA tool
determines two sets of values with
contexts: the set of invocations and
the set of reference values for each
referenced field and referenced ar-
ray element. The analysis runs iter-
atively, tracing the call graph start-
ing with main. The data flow for all
invocations is analyzed in each it-
eration. The algorithm terminates



when these sets remained con-
stant during one iteration. The anal-
ysis distinguishes object initialization
and object use to provide better
accuracy. Specific properties, such
as singleton instances and embed-
ded instances, are also detected
to further improve analysis accuro-
cy. When a potential error is found,
context information enables the er-
ror to be located in the code.

Coding for Effective Analysis

DFA is a purely static analysis that
can follow data flow through the
application, but cannot detect any
semantic relations between vari-
ables or objects. This limitation may
result in false positives flagged by
the analysis, but could be avoid-
ed if the semantics of the applico-
fion were understood. However, the
analysis will never produce a false
negative; that is it will never fail o
report an occurrence of one of

the aforementioned runtime errors.
Thus when no error is flagged, then
DFA has proven that none of these
runtime errors can occur. Coding
conventions can help make the
analysis more accurate by eliminat-
ing false positives.

Simple initializer for static fields

if (device instanceof MyDevice)
MySensor s = (MySensor

int value =\s.feading(); null ¢ values(MyDevice.sensor)

_

Figure 1c: ... Variable s is never null since
device is always correctly initialized. DFA
has shown that no exceptions can occur.

Static fields are often used to

hold references to a constant ob-
ject or structure. The initial null val-
ue of such a field is overwritten by
a non-null value during execution
of the stafic initializer, such that no
NullPointerException may occur on
any later uses of such a field. Unfor-
tunately, Java permits access to un-
initialized static fields, even if they
are marked final. For the analysis to
detect initial field values correctly,
static initializers should

* initialize static fields at declaro-
tion,

* not contain static statement se-
quences,

* not contain any calls to methods
that may access static fields be-
ing initialized, and

aicas news | Anniversary Issue 2006

¢ initialize static fields before other
initialization code is run.

A separate constructor that does
not access any static fields and

is called only after all other static
fields are initialized should be used
for creating a static instance of the
current class.

Separating out constant values
The analysis can be improved fur-
ther by not initializing simple static
fields in a class with a complex stat-
ic inifializer. Moving such fields in-
to a separate class makes it easier
for the analysis to show that these
fields are actually initialized on their
first use.

Initialize instance fields

The initialization of instance fields is
a similar issue. Simple, linear assign-
ments of initial values are easy to
analyze, whereas complex initializa-
tion clauses which reference other
fields makes it difficult for the analy-
sis to prove that the other fields are
actually inifialized. Again, using the
keyword final for fields that cannot
be assigned after inifialization does
not help in all cases. For the analy-
sis to detect initfial field values cor-
rectly, constructors should

« initialize fields at declaration,

* not contain statement sequences
infertwined with field declarations,

¢ not contain any calls fo meth-
ods that access fields being initial-
ized, and

¢ initialize instance fields before
other initialization code is run.

Use local variables
A very commmon code sequence
for avoiding a NullPointerExcep-
tion is to test for null before calling
a method on an object. Unfortu-
nately, this code pattern works on-
ly when the reference value isin a
local variable. If the value isin a
static or an instance field, a con-
current thread could overwrite
the value between the null check
and the dereferencing of the
field. For this reason, DFA cannot
assume that the value of a field is
non-null within the body of an if-
statement and it will lag a poten-
tial NullPointerException.

The solution for both code safety
and DFA is o assign the value to a
local variable before operatfing on
it. Local variables can not be mod-
ified by other threads. This use of a
local variable not only improves the
analyzability of the code, but it also
makes it more robust. Even if a par-

We would like to welcome you
at the following events.

JTRES 2006
Paris
11-13 October 2006

SPS/IPC/Drives 2006
Nuremberg
28-30 November 2006

Embedded World 2007
Nuremberg
13-15 February 2007

ESC Silicon Valley 2007
San Jose
1-5 April 2007

allel thread changes the field value,
it may not provoke a NullPointerEx-
ception.

A similar relationship holds for pro-
tecting casts with an instanceof
fest. Again, assigning to a local
variable before testing can prevent
a ClassCastException. Here too,
safer code goes hand in hand with
better analyzability.

Do not rely on semantics for casts
Since semantic information is not
available to the analysis, it cannot
be used to prove the absence of
runtime errors whose absence de-
pend on said information. One can
argue that over use of casting is
bad object-oriented programming
style in any case. Avoiding casts

by using more classes can result in
code that is both better structured
and easier to analyze.

Conclusion

The DFA tool can prove the ab-
sence of pointer related errors such
as null dereferencing and illegal
casts, as well as errors related to
the use of explicit memory deallo-
cation using the mechanisms avail-
able in the RTSJ. Using simple cod-
ing guidelines, this result can be
improved significantly. DFA will be
officially supported with the 3.2 re-
lease of the JamaicaVM at the end
of this year. A prerelease is avail-
able to interested customers upon
request. More information can be
found on the aicas web site.

Outlook

The next issue of the aicas news will
present how Java is used in industri-
al automation.
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Target Debugging with the JamaicaVM

The latest version of the JamaicaVM supports standard Java debugging facilities

Introduction

As the complexity of software con-
finues to increase, the desire for
tools to help develop software in-
creases as well. Dynamic tools such
as debugging and monitoring can
provide indispensable help for un-
derstanding program execution
particularly when multiple tasks ex-
ecute at once. A good debug-
ger can help a developer find er-
rors more quickly without having to
recompile code. Monitors and pro-
filers can be used to help the de-
veloper understand the dynamic
relationships in a system. For these
reasons, JamaicaVM implements
the Java Virtual Machine Toolkit In-

JamaicaVM Release 3.0

In addition to basic remote de-
bugging. the latest release of
the JamaicaVM brings many
improvements and new fea-
tures both for graphics as well
as for realtime applications.

Swing support has been ex-
tended considerably. Several
large graphics applications are
already using the JamaicaVM.
The performance has also been
improved for quicker response.

The VM has become more fiex-
ible. Both thread number and
memory size can be dynam-
ically increased. Support for
non-contiguous heaps is par-
ticularly helpful for surmounting
the 32MB memory limits in Win-
dows CE. This flexibility comes
fromm completely reworking the
garbage collector to give de-
velopers more control over how
the collector should run.

Dynamic systems are also eas-
ier to manage with the addi-
fion of cost monitoring. It is now
possible to recognize and infer-
vene when a thread demands
too much processor time. This is
particularly useful for server ap-
plications.

These changes are rounded
out with better tools support in-
cluding a jamaicac command.
A trial version is available from
the aicas website. Try it out to-
day!

terface (JVMTI) to provide better
support for program development.

An Architecture for Debugging

The Java Platform defines an archi-
tecture for debugging: Java Plat-
form Debugger Architecture (JP-
DA)(1). In order to both reduce the
burden on the virtual machine and
support remote debugging, JPDA
has a client server model. Basic ser-
vices are provided by a server in
the JVM, called an agent, which
communicates with an external Jo-
va debugger. This architecture has
the added advantage of separat-
ing low level JVM concerns from
the debugger user interface so that
all Java debuggers can work with
all virtual machines which support
the architecture.

Flexibility

JVMTI provides all the facilities nec-
essary for implementing debugging
and monitoring tools. For example,
one can use JVMTI routines to stop
and start Java threads, read and
write variables and fields, set and
clear breakpoints, and step through
code or continue execution. So
monitoring and profiling agents
can be effective, JVMTl is defined
as a light weight native interface in
the JVM. This independence makes
it possible for vendors to provide
special agents adapted to partic-
ular tasks and embedded environ-
ments. Examples of tools that use
such agents include Adriana, Hyo-
des, JBoss, JProfiler, Optimizeit, YAJR
and Yourkit.

Host Debuggers

On the Java debugger
side, the Java Debugging
Interface (UDI) defines the
base functionality that a
debugger can use. This in-
terface is implemented by

JamaicaVM Application

Standard Classes

JVMTI
-

Eclipse

Debugging
Client

Jvmmi * *

several debuggers includ-

ing the debugger provid-

ed with Sun’s JDK called

JDB, NetBeans, JBuilder

and the Eclipse Java de-
bugger. JDI provides the basic
functions such as setting break
points, examining variables, step-
ping, and continuing execution.
These commands are encoded us-
ing the Java Debug Wire Protocol
(JDWP) for sending to the debug-
ging agent in the virtual machine,
e.g., over ethernet.

Target Debugging Agents

The debugging agent on the target
receives commands from the host,
carries them out, and sends the re-
sults back to the host. To make it
easier to provide diverse debugger
implementation and added facili-
ties, JPDA defines an interface be-
tween an agent and a Java virtual
machine: the Java Virtual Machine
Toolkit Interface (JVMTI). The Jamai-
caVM implements both JVMTI and
a debugging agent using ethernet
for communicating with a host de-
bugger. The initial version has been
tested against Eclipse and JDB with
adaptations for other debuggers to
follow later.

______  J

Target Jowe Host

Figure 1: An Architecture for Debugging

In the JamaicaVM

The agent provided with version 3.0
of the JamaicaVM provides basic
debugging services enabling de-
velopers to use standard debug-
gers such as the Java debugger in
Eclipse to debug an application on
a target system. Basic breakpoint,
stepping, thread, and object exam-
ining functions are available to the
developer. More features, including
support for compiled code, will be
added in later JamaicaVM versions.

(M http://java.sun.com/j2se/1.5.0/
docs/guide/jpda/index.html
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